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Summary

CVE CVE-2006-2908

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-13 01:02:00 UTC

Updated 2018-10-18 16:43:00 UTC

Description The domecode function in inc/functions_post.php in MyBulletinBoard (MyBB) 1.1.2, and possibly other versions, allows remote attackers to execute arbitrary PHP code via the username field, which is used in a preg_replace function call with a /e (executable) modifier.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mybulletinboard Mybulletinboard 1.1.2 All All All

Application Mybulletinboard Mybulletinboard 1.1.2 All All All
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SecurityFocus BUGTRAQ www.securityfocus.com
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SecurityTracker.com Archives - MyBB domecode() Input Validation Error Lets Remote Users Execute Arbitrary Code SECTRACK securitytracker.com

SecurityReason - MyBB "domecode()" PHP Code ExecutionVulnerability SREASON securityreason.com

SecurityFocus BUGTRAQ www.securityfocus.com

Secunia - Advisories - MyBB "domecode()" PHP Code Execution Vulnerability SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

https://cve.report/
https://cve.report/CVE-2006-2908/mitre
https://cve.report/CVE-2006-2908/nist
https://cve.report/CVE-2006-2908/cve_org
https://cve.report/api/cve/CVE-2006-2908.json
https://cve.report/CVE-2006-2908.pdf
http://cve.report/vendor/mybulletinboard
http://cve.report/software/mybulletinboard/mybulletinboard
http://cve.report/vendor/mybulletinboard
http://cve.report/software/mybulletinboard/mybulletinboard
http://www.osvdb.org/26216
https://exchange.xforce.ibmcloud.com/vulnerabilities/27046
http://www.securityfocus.com/bid/18396
http://www.securityfocus.com/archive/1/436767/100/0/threaded
http://www.vupen.com/english/advisories/2006/2288
http://www.514.es/download/mybibi.pl
http://secunia.com/secunia_research/2006-40/advisory/
http://securitytracker.com/id?1016270
http://securityreason.com/securityalert/1086
http://www.securityfocus.com/archive/1/437509/100/100/threaded
http://secunia.com/advisories/20371
https://www.cve.org/CVERecord?id=CVE-2006-2908


NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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