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Summary

CVE CVE-2006-2934

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-30 21:05:00 UTC

Updated 2023-02-13 02:16:00 UTC

Description SCTP conntrack (ip_conntrack_proto_sctp.c) in netfilter for Linux kernel 2.6.17 before 2.6.17.3 and 2.6.16 before 2.6.16.23 allows remote attackers to cause a denial of service (crash) via a packet without any chunks, which causes a variable to contain an invalid value that is later used to dereference a pointer.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.16 All All All

Operating System Linux Linux Kernel 2.6.16.1 All All All

Operating System Linux Linux Kernel 2.6.16.10 All All All

Operating System Linux Linux Kernel 2.6.16.11 All All All

Operating System Linux Linux Kernel 2.6.16.12 All All All

Operating System Linux Linux Kernel 2.6.16.13 All All All

Operating System Linux Linux Kernel 2.6.16.14 All All All

Operating System Linux Linux Kernel 2.6.16.15 All All All

Operating System Linux Linux Kernel 2.6.16.16 All All All

Operating System Linux Linux Kernel 2.6.16.17 All All All

Operating System Linux Linux Kernel 2.6.16.18 All All All

Operating System Linux Linux Kernel 2.6.16.19 All All All

Operating System Linux Linux Kernel 2.6.16.2 All All All

Operating System Linux Linux Kernel 2.6.16.20 All All All

Operating System Linux Linux Kernel 2.6.16.21 All All All

Operating System Linux Linux Kernel 2.6.16.22 All All All

Operating System Linux Linux Kernel 2.6.17 All All All
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Operating System Linux Linux Kernel 2.6.17 All All All

Operating System Linux Linux Kernel 2.6.17.1 All All All

Operating System Linux Linux Kernel 2.6.17.2 All All All

Operating System Linux Linux Kernel 2.6.16 All All All

Operating System Linux Linux Kernel 2.6.16.1 All All All

Operating System Linux Linux Kernel 2.6.16.10 All All All

Operating System Linux Linux Kernel 2.6.16.11 All All All

Operating System Linux Linux Kernel 2.6.16.12 All All All

Operating System Linux Linux Kernel 2.6.16.13 All All All

Operating System Linux Linux Kernel 2.6.16.14 All All All

Operating System Linux Linux Kernel 2.6.16.15 All All All

Operating System Linux Linux Kernel 2.6.16.16 All All All

Operating System Linux Linux Kernel 2.6.16.17 All All All

Operating System Linux Linux Kernel 2.6.16.18 All All All

Operating System Linux Linux Kernel 2.6.16.19 All All All

Operating System Linux Linux Kernel 2.6.16.2 All All All

Operating System Linux Linux Kernel 2.6.16.20 All All All

Operating System Linux Linux Kernel 2.6.16.21 All All All

Operating System Linux Linux Kernel 2.6.16.22 All All All

Operating System Linux Linux Kernel 2.6.17 All All All

Operating System Linux Linux Kernel 2.6.17.1 All All All

Operating System Linux Linux Kernel 2.6.17.2 All All All
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Advisories - Mandriva Linux MANDRIVA www.mandriva.com

ASA-2006-200 (RHSA-2006-0575) CONFIRM support.avaya.com

Linux Kernel Netfilter Conntrack_Proto_SCTP.C Denial of Service Vulnerability BID www.securityfocus.com

Secunia - Advisories - rPath update for kernel SECUNIA secunia.com Vendor Advisory

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

SecurityFocus BUGTRAQ www.securityfocus.com

404: File not found CONFIRM www.kernel.org

Security Announcement SUSE www.novell.com

US-CERT Vulnerability Note VU#717844 CERT-VN www.kb.cert.org US Government Resource

Repository / Oval Repository OVAL oval.cisecurity.org

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory
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Linux Kernel SCTP Denial of Service Vulnerability - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Mandriva update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com Vendor Advisory

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

usn/usn-346-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

issues.rpath.com/browse/RPL-488 CONFIRM issues.rpath.com

SecurityFocus BUGTRAQ www.securityfocus.com

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

404: File not found CONFIRM www.kernel.org

26963 OSVDB www.osvdb.org

www.kernel.org/git MISC www.kernel.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

Security Announcement SUSE www.novell.com

usn/usn-331-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

www.kernel.org/git CONFIRM www.kernel.org Patch

197387 – CVE-2006-2934 SCTP netfilter DoS with chunkless packets CONFIRM bugzilla.redhat.com Patch

Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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