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Summary

CVE CVE-2006-2935

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-05 18:05:00 UTC

Updated 2020-08-28 13:06:00 UTC

Description The dvd_read_bca function in the DVD handling code in drivers/cdrom/cdrom.c in Linux kernel 2.2.16, and later versions, assigns the wrong value to a length variable, which allows local users to execute arbitrary code via a crafted USB Storage device that triggers a buffer overflow.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 5.04 All All All

Operating System Canonical Ubuntu Linux 5.10 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 5.04 All All All

Operating System Canonical Ubuntu Linux 5.10 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

Advisories - Mandriva Linux MANDRIVA www.mandriva.com Broken Link

Advisories - Mandriva Linux MANDRIVA www.mandriva.com Broken Link

Debian -- Security Information -- DSA-1183-1 kernel-source-2.4.27 DEBIAN www.debian.org Third Party Advisory

Debian update for kernel-source-2.6.8 - Advisories - Secunia SECUNIA secunia.com Broken Link

SecurityFocus BUGTRAQ www.securityfocus.com Third Party Advisory, VDB Entry
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http://www.securityfocus.com/archive/1/444887/100/0/threaded


Security Announcement SUSE www.novell.com Broken Link

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com Broken Link

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com Broken Link

Repository / Oval Repository OVAL oval.cisecurity.org Third Party Advisory

2966 – possible buffer overflow in DVD handling MISC bugzilla.kernel.org Issue Tracking, Vendor Advisory

Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Broken Link

Security Announcement SUSE www.novell.com Broken Link

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com Broken Link

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com Broken Link

197670 – CVE-2006-2935 Possible buffer overflow in DVD handling CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

issues.rpath.com/browse/RPL-611 CONFIRM issues.rpath.com Broken Link

ASA-2006-254 (RHSA-2006-0710) CONFIRM support.avaya.com Third Party Advisory

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com Broken Link

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com Broken Link

Support REDHAT www.redhat.com Broken Link

Mandriva update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com Broken Link

Avaya Products Linux Kernel Denial of Service - Advisories - Secunia SECUNIA secunia.com Broken Link

rPath update for kernel - Advisories - Secunia SECUNIA secunia.com Broken Link

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com Broken Link

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com Broken Link

ASA-2006-203 (RHSA-2006-0617) CONFIRM support.avaya.com Third Party Advisory

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com Broken Link

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com Broken Link

Debian -- Security Information -- DSA-1184-2 kernel-source-2.6.8 DEBIAN www.debian.org Third Party Advisory

Linux Kernel CD-ROM Driver Local Buffer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

usn/usn-346-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com Third Party Advisory

SUSE update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com Broken Link

Debian update for kernel-source-2.4.27 - Secunia.com SECUNIA secunia.com Broken Link

ASA-2007-078 (RHSA-2007-0013) CONFIRM support.avaya.com Third Party Advisory

Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Broken Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Broken Link

Security Announcement SUSE www.novell.com Broken Link

usn/usn-331-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com Third Party Advisory

Security Announcement SUSE www.novell.com Broken Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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