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CVE CVE-2006-2936
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-10 19:05:00 UTC
Updated 2023-02-13 02:16:00 UTC
Description The ftdi_sio driver (usb/serial/ftdi_sio.c) in Linux kernel 2.6.x up to 2.6.17, and possibly later versions, allows local users to

/ |
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
Operating System Linux Linux Kernel 2.6.1 rc3 All All
Operating System Linux Linux Kernel 2.6.10 All All All
Operating System Linux Linux Kernel 2.6.10 rci All All
Operating System Linux Linux Kernel 2.6.10 rc2 All All
Operating System Linux Linux Kernel 2.6.10 rc3 All All
Operating System Linux Linux Kernel 2.6.11 All All All
Operating System Linux Linux Kernel 2.6.11 rct All All
Operating System Linux Linux Kernel 2.6.11 rc2 All All
Operating System Linux Linux Kernel 2.6.11 rc3 All All
Operating System Linux Linux Kernel 2.6.11 rc4 All All
Operating System Linux Linux Kernel 2.6.11 rch All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.10 All All All
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Upeiduiy oysieli Lilux LIUX netel c.0.4 ee A Al
Operating System Linux Linux Kernel 2.6.4 rc3 All All
Operating System Linux Linux Kernel 2.6.5 All All All
Operating System Linux Linux Kernel 2.6.5 rci All All
Operating System Linux Linux Kernel 2.6.5 rc2 All All
Operating System Linux Linux Kernel 2.6.5 rc3 All All
Operating System Linux Linux Kernel 2.6.6 All All All
Operating System Linux Linux Kernel 2.6.6 rci All All
Operating System Linux Linux Kernel 2.6.6 rc2 All All
Operating System Linux Linux Kernel 2.6.6 rc3 All All
Operating System Linux Linux Kernel 2.6.7 All All All
Operating System Linux Linux Kernel 2.6.7 rci All All
Operating System Linux Linux Kernel 2.6.7 rc2 All All
Operating System Linux Linux Kernel 2.6.7 rc3 All All
Operating System Linux Linux Kernel 2.6.8 All All All
Operating System Linux Linux Kernel 2.6.8 rci All All
Operating System Linux Linux Kernel 2.6.8 rc2 All All
Operating System Linux Linux Kernel 2.6.8 rc3 All All
Operating System Linux Linux Kernel 2.6.8 rc4 All All
Operating System Linux Linux Kernel 2.6.8.1 All All All
Operating System Linux Linux Kernel 2.6.9 All All All
Operating System Linux Linux Kernel 2.6.9 rci All All
Operating System Linux Linux Kernel 2.6.9 rc2 All All
Operating System Linux Linux Kernel 2.6.9 rc3 All All
Operating System Linux Linux Kernel 2.6.9 rc4 All All
Reference Source Link 1
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
kernel/git/gregkh/patches.git - my personal kernel patches under development CONFIRM  www.kernel.org F
SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com \
Debian update for kernel-source-2.6.8 - Advisories - Secunia SECUNIA secunia.com \
Repository / Oval Repository OVAL oval.cisecurity.org
rPath update for kernel - Advisories - Secunia SECUNIA secunia.com \
SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com \
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http://www.kernel.org/git/?p=linux/kernel/git/gregkh/patches.git;a=blob;h=4b4d9cfea17618b80d3ac785b701faeaf60141f1;hb=396eb2aac550ec55856c6843ef9017e800c3d656
http://secunia.com/advisories/25226
http://secunia.com/advisories/22093
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10265
http://secunia.com/advisories/21057
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Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com \

Security Announcement SUSE www.novell.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
197610 — CVE-2006-2936 Possible DoS in write routine of ftdi_sio driver CONFIRM bugzilla.redhat.com

Security Announcement SUSE www.novell.com

Mandriva update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA secunia.com \
27119 OSVDB www.osvdb.org

Linux Kernel Information Disclosure and Denial of Service - Advisories - Secunia SECUNIA secunia.com \
rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com \
ASA-2006-203 (RHSA-2006-0617) CONFIRM  support.avaya.com

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com \
Debian -- Security Information -- DSA-1184-2 kernel-source-2.6.8 DEBIAN www.debian.org

Linux Kernel USB Driver Data Queue Local Denial of Service Vulnerability BID www.securityfocus.com
usn/usn-346-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN Www.vupen.com \
kernel/git/gregkh/patches.git - my personal kernel patches under development MISC www.kernel.org

Security Announcement SUSE www.novell.com

SecurityFocus BUGTRAQ  www.securityfocus.com

SUSE update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com \
Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com \
usn/usn-331-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

Security Announcement SUSE www.novell.com

CVE Program record CVE.ORG  www.cve.org C

NVD vulnerability detail NVD nvd.nist.gov C

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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