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Summary

CVE CVE-2006-3005

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-13 10:02:00 UTC

Updated 2017-07-20 01:31:00 UTC

Description The JPEG library in media-libs/jpeg before 6b-r7 on Gentoo Linux is built without the -maxmem feature, which could allow context-dependent attackers to cause a denial of service (memory exhaustion) via a crafted JPEG file that exceeds the intended memory limits.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Gentoo Linux All All All All

Operating System Gentoo Linux All All All All

Application Gentoo Media-libs Jpeg 6b r2 All All

Application Gentoo Media-libs Jpeg 6b r3 All All

Application Gentoo Media-libs Jpeg 6b r4 All All

Application Gentoo Media-libs Jpeg 6b r5 All All

Application Gentoo Media-libs Jpeg 6b r6 All All

Application Gentoo Media-libs Jpeg 6b r2 All All

Application Gentoo Media-libs Jpeg 6b r3 All All

Application Gentoo Media-libs Jpeg 6b r4 All All

Application Gentoo Media-libs Jpeg 6b r5 All All

Application Gentoo Media-libs Jpeg 6b r6 All All
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Gentoo Linux Documentation -- JPEG library: Denial of Service GENTOO www.gentoo.org

Gentoo Bug 130889 - media-libs/jpeg: maxmem feature not used (DoS via memory exhaustion) CONFIRM bugs.gentoo.org

26317 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-08-24 Mark J Cox Red Hat does not consider this a security issue. It is expected behavior that a large input file will cause the processing program to use a large amount of memory.

There are currently no legacy QID mappings associated with this CVE.
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