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The error_log function in basic_functions.c in PHP before 4.4.4 and 5.x before 5.1.5 allows local users to bypass safe mode
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 1.0 All All All
Php Php 2.0 All All All
Php Php 2.0b10 All All All
Php Php 3.0 All All All
Php Php 3.0.1 All All All
Php Php 3.0.10 All All All
Php Php 3.0.11 All All All
Php Php 3.0.12 All All All
Php Php 3.0.13 All All All
Php Php 3.0.14 All All All
Php Php 3.0.15 All All All
Php Php 3.0.16 All All All
Php Php 3.0.17 All All All
Php Php 3.0.18 All All All
Php Php 3.0.2 All All All
Php Php 3.0.3 All All All
Php Php 3.04 All All All
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Application Php Php 4.3.3 All All All
Application Php Php 434 All All All
Application Php Php 435 All All All
Application Php Php 4.3.6 All All All
Application Php Php 437 All All All
Application Php Php 4.3.8 All All All
Application Php Php 439 All All All
Application Php Php 4.4.0 All All All
Application Php Php 4.4 All All All
Application Php Php 4.4.2 All All All
Application Php Php 5.0.0 All All All
Application Php Php 5.0.0 betal All All
Application Php Php 5.0.0 beta2 All All
Application Php Php 5.0.0 beta3 All All
Application Php Php 5.0.0 beta4 All All
Application Php Php 5.0.0 rci All All
Application Php Php 5.0.0 rc2 All All
Application Php Php 5.0.0 rc3 All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.0.4 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 5.1.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 51.4 All All All
Application Php Php 5.1.6 All All All
Application Php Php All All All All
Reference Source Link
26827 OSVDB www.osvdb.org

Advisories - Mandriva Linux MANDRIVA www.mandriva.com
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FAr error_loyg() oSdie IViIOUE DYpdsSs VVEedKIIESSs - AQVISOTIEs - Securlid OCUUNIA securid.coin
SecurityReason - error_log() Safe Mode Bypass PHP 5.1.4 and 4.4.2 SREASON securityreason.com
Ubuntu update for PHP - Advisories - Secunia SECUNIA secunia.com

PHP error_log() Function Lets Users Bypass Safe Mode File Access Restrictions - SecurityTracker SECTRACK securitytracker.com
cvs.php.net/viewvc.cgi/php-src/ext/standard/basic_functions.c CONFIRM cvs.php.net
usn/usn-320-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com
PHP: PHP 5.1.5 Release Announcement CONFIRM www.php.net

PHP Error_Log Safe_Mode Restriction-Bypass Vulnerability BID www.securityfocus.co
PHP Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
cvs.php.net/viewvc.cgi/php-src/ext/standard/basic_functions.c CONFIRM cvs.php.net

Mandriva update for php - Advisories - Secunia SECUNIA secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN Www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmc
SecurityReason - error_log() Safe Mode Bypass PHP 5.1.4 and 4.4.2 SREASONRES securityreason.com
CVE Program record CVE.ORG WWW.cve.org

NVD vulnerability detail NVD nvd.nist.gov

4 |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-09-20 Mark J Cox  We do not consider these to be security issues. For more details see http://bugzilla.redhat.com/t

4 ‘ “ i Wﬁ

HRRHR

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api
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http://secunia.com/advisories/20818
http://securityreason.com/securityalert/1129
http://secunia.com/advisories/21125
http://securitytracker.com/id?1016377
http://cvs.php.net/viewvc.cgi/php-src/ext/standard/basic_functions.c?r1=1.543.2.51.2.9&r2=1.543.2.51.2.10&pathrev=PHP_4_4&diff_format=u
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