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CVE CVE-2006-3015
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Winscp Winscp 3.8.1_build328 All
Application Winscp Winscp 3.8.1_build328 All

Published 2006-06-14 15:06:00 UTC
Updated 2017-07-20 01:31:00 UTC
Description Argument injection vulnerability in WinSCP 3.8.1 build 328 allows remote attackers to upload or download arbitrary files via
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Edition Language
All All
All All

References

/

Reference Source
WinSCP URI Handler Remote Arbitrary File Access Vulnerability BID
US-CERT Vulnerability Note VU#912588 CERT-VN

WinSCP Protocol Handler Command Line Switch Injection - Advisories - Secunia SECUNIA

Webmail - OVH VUPEN
20060310 WInSCP - URI Handler Command Switch Parsing FULLDISC
IBM X-Force Exchange XF
[Full-disclosure] WinSCP - URI Handler Command Switch Parsing FULLDISC
WinSCP :: Recent Version History CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
www.securityfocus.com
www.kb.cert.org
secunia.com
www.vupen.com

archives.neohapsis.com

exchange.xforce.ibmcloud.com

lists.grok.org.uk
winscp.net
WWW.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Tags
Exploit
US Goverr

Vendor Ad

Exploit

canonical

canonical,
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https://cve.report/
https://cve.report/CVE-2006-3015/mitre
https://cve.report/CVE-2006-3015/nist
https://cve.report/CVE-2006-3015/cve_org
https://cve.report/CVE-2006-3015.pdf
http://cve.report/vendor/winscp
http://cve.report/software/winscp/winscp
http://cve.report/vendor/winscp
http://cve.report/software/winscp/winscp
http://www.securityfocus.com/bid/18384
http://www.kb.cert.org/vuls/id/912588
http://secunia.com/advisories/20575
http://www.vupen.com/english/advisories/2006/2289
http://archives.neohapsis.com/archives/fulldisclosure/2006-06/0196.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/27075
http://lists.grok.org.uk/pipermail/full-disclosure/2006-June/046810.html
http://winscp.net/eng/docs/history#3.8.2
https://www.cve.org/CVERecord?id=CVE-2006-3015
https://nvd.nist.gov/vuln/detail/CVE-2006-3015

There are currently no legacy QID mappings associated with this CVE.
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