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AVNACHAUNCNPAN Certain versions of St Admanager Lite from Site Trade contain the
' following vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in publish.php in ST
AdManager Lite allow remote attackers to inject arbitrary web script or
HTML via the (1) title, (2) description, (3) article, (4) bio, and (5) name
parameters.

CVE-2006-3037 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: f2i6-LOW

Access Access Authentication
Vector Complexity

HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
ST AdManager Lite Article Submission Script Insertion Vulnerability - Vendor Advisory YU SECUNIA 20598
Advisories - Secunia
IBM X-Force Exchange SRR @ XF admanager-submit-
xss(27161)
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH [ www.vupen.com | (3 VUPEN ADV-2006-2303
text/html
SecurityFocus (3 BUGTRAQ 20060609 ST
AdManager Lite v1
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https://cve.report/CVE-2006-3037/cve_org
https://cve.report/CVE-2006-3037.pdf
http://cve.report/software/site_trade/st_admanager_lite
http://cve.report/vendor/site_trade
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2006/http://secunia.com/advisories/20598
https://exchange.xforce.ibmcloud.com/vulnerabilities/27161
http://www.vupen.com/english/advisories/2006/2303
http://www.securityfocus.com/archive/1/436657/30/0/threaded

e L ST T T ST T ML) I Al [T AT A AL S MY A S i e e

comment@cve.report.
There are currently no QIDs associated with this CVE
Known Affected Configurations (CPE V2.3)
Type Vendor Product Version Update Edition Language
Application Site Trade St Admanager Lite vi All All All
Application Site Trade St Admanager Lite vi All All All
cpe:2.3:a:site_trade:st_admanager_lite:v1:*:* "
cpe:2.3:a:site_trade:st_admanager_lite:v1::* "
No vendor comments have been submitted for this CVE
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