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Buffer overflow in the TCP/IP listener in IBM DB2 Universal Database (UDB) before 8.1 FixPak 12 allows remote attackers
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Iom Db2 Universal Database 8.0 All linux All
Ibm Db2 Universal Database 8.1 All aix All
Ibm Db2 Universal Database 8.1.4 All All All
Ibm Db2 Universal Database 8.15 All All All
Ibm Db2 Universal Database 8.1.6 All All All
lom Db2 Universal Database 8.1.6¢ All All All
Ibm Db2 Universal Database 8.1.7 All All All
Ibm Db2 Universal Database 8.1.7b All All All
Ibm Db2 Universal Database 8.1.8 All All All
Ibm Db2 Universal Database 8.1.8a All All All
Ibm Db2 Universal Database 8.1.9 All All All
Ibm Db2 Universal Database 8.1.9a All All All
Ibm Db2 Universal Database 8.0 All linux All
Ibm Db2 Universal Database 8.1 All aix All
Ibm Db2 Universal Database 8.1.4 All All All
Ibm Db2 Universal Database 8.1.5 All All All
Ibm Db2 Universal Database 8.1.6 All All All
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Application Ibm Db2 Universal Database 8.1.6¢c All All All

Application Ibm Db2 Universal Database 8.1.7 All All All

Application Ibm Db2 Universal Database 8.1.7b All All All

Application Ibm Db2 Universal Database 8.1.8 All All All

Application Ibm Db2 Universal Database 8.1.8a All All All

Application Ibm Db2 Universal Database 8.1.9 All All All

Application Ibm Db2 Universal Database 8.1.9a All All All

Application Ibm Db2 Universal Database All All All All

Reference Source Link Tags
SecurityFocus BUGTRAQ www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

DB2 Universal Database Multiple Denial of Service Vulnerabilities - Advisories - Secunia SECUNIA  secunia.com Patch, Ver
IBM DB2 Universal Database Multiple Denial of Service Vulnerabilities BID www.securityfocus.com  Patch
29861 OSVDB www.osvdb.org

IBM notice: The page you requested cannot be displayed AIXAPAR  www-1.ibm.com Patch
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
‘ el

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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