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Summary

CVE CVE-2006-3074

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-19 10:02:00 UTC

Updated 2018-10-18 16:45:00 UTC

Description klif.sys in Kaspersky Internet Security 6.0 and 7.0, Kaspersky Anti-Virus (KAV) 6.0 and 7.0, KAV 6.0 for Windows Workstations, and KAV 6.0 for Windows Servers does not validate certain parameters to the (1) NtCreateKey, (2) NtCreateProcess, (3) NtCreateProcessEx, (4) NtCreateSection, (5) NtCreateSymbolicLinkObject, (6) NtCreateThread, (7) NtDeleteValueKey, (8) NtLoadKey2, (9) NtOpenKey, (10) NtOpenProcess, (11) NtOpenSection, and (12) NtQueryValueKey hooked system calls, which allows local users to cause a denial of service (reboot) via an invalid parameter, as demonstrated by the ClientId parameter to NtOpenProcess.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kaspersky Kaspersky Anti-virus 6.0 All All All

Application Kaspersky Kaspersky Anti-virus 7.0 All All All

Application Kaspersky Kaspersky Anti-virus 6.0 All All All

Application Kaspersky Kaspersky Anti-virus 7.0 All All All

Application Kaspersky Kaspersky Internet Security 6.0 All All All

Application Kaspersky Kaspersky Internet Security 7.0 All All All

Application Kaspersky Kaspersky Internet Security 6.0 All All All

Application Kaspersky Kaspersky Internet Security 7.0 All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Operating System Microsoft Windows Server All All All All

Operating System Microsoft Windows Server All All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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