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Summary

CVE CVE-2006-3082

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-19 18:02:00 UTC

Updated 2018-10-18 16:45:00 UTC

Description parse-packet.c in GnuPG (gpg) 1.4.3 and 1.9.20, and earlier versions, allows remote attackers to cause a denial of service (gpg crash) and possibly overwrite memory via a message packet with a large length (long user ID string), which could lead to an integer overflow, as demonstrated using the --no-armor option.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnupg Gnupg 1.4.3 All All All

Application Gnupg Gnupg 1.4.3 All All All

Application Gnupg Gnupg All All All All

References

Reference Source

Debian -- Security Information -- DSA-1115-1 gnupg2 DEBIAN

SUSE Updates for Multiple Packages - Advisories - Secunia SECUNIA

Ubuntu update for gnupg - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

The Slackware Linux Project: Slackware Security Advisories SLACKWARE

Trustix updates for gnupg/samba - Advisories - Secunia SECUNIA

Security Announcement SUSE

Debian update for gnupg2 - Advisories - Secunia SECUNIA

rPath update for gnupg - Advisories - Secunia SECUNIA

Support REDHAT

GUUG's CVS Repository - diff - GnuPG: trunk/g10/parse-packet.c CONFIRM
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http://www.debian.org/security/2006/dsa-1115
http://secunia.com/advisories/20899
http://secunia.com/advisories/20801
https://exchange.xforce.ibmcloud.com/vulnerabilities/27245
http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.457382
http://secunia.com/advisories/21143
http://www.novell.com/linux/security/advisories/2006_38_security.html
http://secunia.com/advisories/21137
http://secunia.com/advisories/20881
http://www.redhat.com/support/errata/RHSA-2006-0571.html
http://cvs.gnupg.org/cgi-bin/viewcvs.cgi/trunk/g10/parse-packet.c?rev=4157&r1=4141&r2=4157


SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA

ASA-2006-167 (RHSA-2006-0571) CONFIRM

Repository / Oval Repository OVAL

SecurityTracker.com Archives - GnuPG Integer Overflow in Processing User ID Values May Let Remote Users Execute Arbitrary Code SECTRACK

Mandriva update for gnupg - Advisories - Secunia SECUNIA

Debian -- Security Information -- DSA-1107-1 gnupg DEBIAN

Advisories - Mandriva Linux MANDRIVA

Red Hat update for GnuPG - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

Full Disclosure: RE: GnuPG fun FULLDISC

Full Disclosure: Re: GnuPG fun FULLDISC

Slackware update for gnupg - Advisories - Secunia SECUNIA

20060701-01-U SGI

GnuPG Parse_User_ID Remote Buffer Overflow Vulnerability BID

USN-304-1: gnupg vulnerability | Ubuntu security notices UBUNTU

Security Announcement SUSE

Webmail | OVH- OVH VUPEN

GnuPG "parse-packet.c" Denial of Service Vulnerability - Advisories - Secunia SECUNIA

Debian update for gnupg - Advisories - Secunia SECUNIA

OpenPKG Corporation: Security: Security Advisories OPENPKG

Full Disclosure: GnuPG fun FULLDISC

Avaya Products GnuPG Denial of Service Vulnerability - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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