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Summary

CVE CVE-2006-3119

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-25 23:04:00 UTC

Updated 2017-07-20 01:32:00 UTC

Description The fbgs framebuffer Postscript/PDF viewer in fbi before 2.01 has a typo that prevents a filter from working correctly, which allows user-assisted attackers to bypass the filter and execute malicious Postscript commands.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fbi Fbi All All All All

References

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

FBGS PostScript Filter Bypass Vulnerability BID www.securityfocus.com

fbida fbgs Arbitrary Postscript Code Execution Vulnerability - Secunia.com SECUNIA secunia.com

SUSE Updates for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Debian -- Security Information -- DSA-1124-1 fbi DEBIAN www.debian.org Patch, Vendor Advisory

Debian update for fbi - Advisories - Secunia SECUNIA secunia.com

Security Announcement SUSE www.novell.com

Gentoo update for fbida - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- fbida: Arbitrary command execution GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2006-3119/mitre
https://cve.report/CVE-2006-3119/nist
https://cve.report/CVE-2006-3119/cve_org
https://cve.report/api/cve/CVE-2006-3119.json
https://cve.report/CVE-2006-3119.pdf
http://cve.report/vendor/fbi
http://cve.report/software/fbi/fbi
https://exchange.xforce.ibmcloud.com/vulnerabilities/28038
http://www.securityfocus.com/bid/19131
http://secunia.com/advisories/21169
http://secunia.com/advisories/21459
http://www.vupen.com/english/advisories/2006/2982
http://www.debian.org/security/2006/dsa-1124
http://secunia.com/advisories/21191
http://www.novell.com/linux/security/advisories/2006_19_sr.html
http://secunia.com/advisories/21599
http://security.gentoo.org/glsa/glsa-200608-22.xml
https://www.cve.org/CVERecord?id=CVE-2006-3119
https://nvd.nist.gov/vuln/detail/CVE-2006-3119


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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