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Summary

CVE CVE-2006-3127

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-21 23:02:00 UTC

Updated 2011-03-07 05:00:00 UTC

Description Memory leak in Network Security Services (NSS) 3.11, as used in Sun Java Enterprise System 2003Q4 through 2005Q1 and Java System Directory Server 5.2, allows remote attackers to cause a denial of service (memory consumption) by performing a large number of RSA cryptographic operations.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Java Enterprise System 2003q4 All All All

Application Sun Java Enterprise System 2004q2 All All All

Application Sun Java Enterprise System 2005q1 All All All

Application Sun Java Enterprise System 2003q4 All All All

Application Sun Java Enterprise System 2004q2 All All All

Application Sun Java Enterprise System 2005q1 All All All

Application Sun Java System Directory Server 5.2 All All All

Application Sun Java System Directory Server 5.2 All All All

References

Reference

Fedora Core 5 Update: nss-3.11.1-1.fc5

102896

RETIRED: Sun Java System Network Security Services Remote Denial of Service Vulnerability

SecurityTracker.com Archives - Java Enterprise System (JES) Network Security Services (NSS) Memory Leak Lets Remote Users Deny Service

Mozilla Network Security Services Library Remote Denial of Service Vulnerability

#102461: Systems With Sun Java Enterprise System Installed May Hang Due to a Memory Leak in the Network Security Services (NSS) Software
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Sun Java System Directory Server NSS Denial of Service - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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