
CVE-2006-3174
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2006-3174

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-23 00:02:00 UTC

Updated 2017-07-20 01:32:00 UTC

Description Cross-site scripting (XSS) vulnerability in search.php in SquirrelMail 1.5.1 and earlier, when register_globals is enabled, allows remote attackers to inject arbitrary HTML via the mailbox parameter.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squirrelmail Squirrelmail All All All All

References

Reference Source Link Tags

26610 OSVDB www.osvdb.org

About Security Update 2007-007 CONFIRM docs.info.apple.com

SquirrelMail Search.PHP Cross-Site Scripting Vulnerability BID www.securityfocus.com

APPLE-SA-2007-07-31 Security Update 2007-007 APPLE lists.apple.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

- UNSECURED SYSTEMS -: SquirrelMail <=1.5.1 XSS vuln. MISC pridels0.blogspot.com

Webmail - OVH VUPEN www.vupen.com

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

Apple Mac OS X 2007-007 Multiple Security Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2006-3174/mitre
https://cve.report/CVE-2006-3174/nist
https://cve.report/CVE-2006-3174/cve_org
https://cve.report/api/cve/CVE-2006-3174.json
https://cve.report/CVE-2006-3174.pdf
http://cve.report/vendor/squirrelmail
http://cve.report/software/squirrelmail/squirrelmail
http://www.osvdb.org/26610
http://docs.info.apple.com/article.html?artnum=306172
http://www.securityfocus.com/bid/18700
http://lists.apple.com/archives/security-announce//2007/Jul/msg00004.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/26941
http://pridels0.blogspot.com/2006/06/squirrelmail-151-xss-vuln.html
http://www.vupen.com/english/advisories/2007/2732
http://secunia.com/advisories/26235
http://www.mandriva.com/security/advisories?name=MDKSA-2006:147
http://www.securityfocus.com/bid/25159
https://www.cve.org/CVERecord?id=CVE-2006-3174
https://nvd.nist.gov/vuln/detail/CVE-2006-3174


Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-08-30 Mark J Cox This issue has not been able to be reproduced by upstream or after a Red Hat code review. We therefore do not believe this is a security vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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