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Summary

CVE CVE-2006-3216

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-24 01:06:00 UTC

Updated 2023-11-07 01:58:00 UTC

Description Clearswift MAILsweeper for SMTP before 4.3.20 and MAILsweeper for Exchange before 4.3.20 allows remote attackers to cause a denial of service via (1) non-ASCII characters in a reverse DNS lookup result from a Received header, which leads to a Receiver service stop, and (2) unspecified vectors involving malformed messages, which causes "unpredictable behavior" that prevents the Security service from processing more messages.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clearswift Mailsweeper For Exchange All All All All

Application Clearswift Mailsweeper For Smtp All All All All

References

Reference Source Link

Clearswift MAILsweeper for SMTP / Exchange Multiple Vulnerabilities BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

download.mimesweeper.com/www/TechnicalDocumentation/ReadMe_MSW_4,3,20.htm CONFIRM download.mimesweeper.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

download.mimesweeper.com/www/TechnicalDocumentation/ReadMe_MSW_4%2C3%2C20.htm download.mimesweeper.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

26738 OSVDB www.osvdb.org

MAILsweeper for SMTP/Exchange Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

26739 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2006-3216/mitre
https://cve.report/CVE-2006-3216/nist
https://cve.report/CVE-2006-3216/cve_org
https://cve.report/api/cve/CVE-2006-3216.json
https://cve.report/CVE-2006-3216.pdf
http://cve.report/vendor/clearswift
http://cve.report/software/clearswift/mailsweeper_for_exchange
http://cve.report/vendor/clearswift
http://cve.report/software/clearswift/mailsweeper_for_smtp
http://www.securityfocus.com/bid/18584
https://exchange.xforce.ibmcloud.com/vulnerabilities/27303
http://download.mimesweeper.com/www/TechnicalDocumentation/ReadMe_MSW_4,3,20.htm
https://exchange.xforce.ibmcloud.com/vulnerabilities/27305
http://download.mimesweeper.com/www/TechnicalDocumentation/ReadMe_MSW_4%252C3%252C20.htm
http://www.vupen.com/english/advisories/2006/2473
http://www.osvdb.org/26738
http://secunia.com/advisories/20756
http://www.osvdb.org/26739
https://www.cve.org/CVERecord?id=CVE-2006-3216
https://nvd.nist.gov/vuln/detail/CVE-2006-3216


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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