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Summary

CVE CVE-2006-3223

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-27 21:05:00 UTC

Updated 2021-04-09 17:04:00 UTC

Description Format string vulnerability in CA Integrated Threat Management (ITM), eTrust Antivirus (eAV), and eTrust PestPatrol (ePP) r8 allows attackers to cause a denial of service (crash) and possibly execute arbitrary code via a scan job with format strings in the description field.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Etrust Antivirus 8.0 All All All

Application Broadcom Etrust Pestpatrol 8.0 All All All

Application Broadcom Integrated Threat Management 8.0 All All All

Application Ca Etrust Antivirus 8.0 All All All

Application Ca Etrust Antivirus 8.0 All All All

Application Ca Etrust Pestpatrol 8.0 All All All

Application Ca Etrust Pestpatrol 8.0 All All All

Application Ca Integrated Threat Management 8.0 All All All

Application Ca Integrated Threat Management 8.0 All All All
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CA Integrated Threat Management, eTrust Antivirus, and eTrust PestPatrol format string vulnerability

CA Products Scan Job Description Format String Vulnerability - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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