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Summary

CVE CVE-2006-3226

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-26 16:05:00 UTC

Updated 2018-10-18 16:46:00 UTC

Description Cisco Secure Access Control Server (ACS) 4.x for Windows uses the client's IP address and the server's port number to grant access to an HTTP server port for an administration session, which allows remote attackers to bypass authentication via various methods, aka "ACS Weak Session Management Vulnerability."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Secure Access Control Server 4.0 All windows All

Application Cisco Secure Access Control Server 4.0.1 All windows All

Application Cisco Secure Access Control Server 4.0 All windows All

Application Cisco Secure Access Control Server 4.0.1 All windows All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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