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Summary

CVE CVE-2006-3274

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-28 22:05:00 UTC

Updated 2018-10-18 16:46:00 UTC

Description Directory traversal vulnerability in Webmin before 1.280, when run on Windows, allows remote attackers to read arbitrary files via \ (backslash) characters in the URL to certain directories under the web root, such as the image directory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Webmin Webmin 1.2.30 All All All

Application Webmin Webmin 1.2.40 All All All

Application Webmin Webmin 1.2.50 All All All

Application Webmin Webmin 1.2.60 All All All

Application Webmin Webmin 1.2.30 All All All

Application Webmin Webmin 1.2.40 All All All

Application Webmin Webmin 1.2.50 All All All

Application Webmin Webmin 1.2.60 All All All

Application Webmin Webmin All All All All
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

IBM X-Force Exchange XF

SecurityReason - Webmin Directory Traversal Vulnerability SREASON

Webmin Directory Traversal Vulnerability - Advisories - Secunia SECUNIA

SecurityTracker.com Archives - Webmin for Windows Error in Parsing '\' Backslash Character Permits Directory Traversal Attacks SECTRACK

JVN:JVN#67974490 MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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