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Summary

CVE CVE-2006-3277

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-28 22:05:00 UTC

Updated 2018-10-18 16:46:00 UTC

Description The SMTP service of MailEnable Standard 1.92 and earlier, Professional 2.0 and earlier, and Enterprise 2.0 and earlier before the MESMTPC hotfix, allows remote attackers to cause a denial of service (application crash) via a HELO command with a null byte in the argument, possibly triggering a length inconsistency or a missing argument.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mailenable Mailenable Enterprise All All All All

Application Mailenable Mailenable Enterprise All All All All

Application Mailenable Mailenable Enterprise All All All All

Application Mailenable Mailenable Enterprise All All All All

Application Mailenable Mailenable Enterprise All All All All

Application Mailenable Mailenable Enterprise All All All All

Application Mailenable Mailenable Enterprise All All All All

Application Mailenable Mailenable Enterprise All All All All

Application Mailenable Mailenable Professional 1.0.004 All All All

Application Mailenable Mailenable Professional 1.0.005 All All All

Application Mailenable Mailenable Professional 1.0.006 All All All

Application Mailenable Mailenable Professional 1.0.007 All All All

Application Mailenable Mailenable Professional 1.0.008 All All All

Application Mailenable Mailenable Professional 1.0.009 All All All

Application Mailenable Mailenable Professional 1.0.010 All All All

Application Mailenable Mailenable Professional 1.0.011 All All All

Application Mailenable Mailenable Professional 1.0.012 All All All

https://cve.report/
https://cve.report/CVE-2006-3277/mitre
https://cve.report/CVE-2006-3277/nist
https://cve.report/CVE-2006-3277/cve_org
https://cve.report/CVE-2006-3277.pdf
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Application Mailenable Mailenable Professional 1.0.012 All All All

Application Mailenable Mailenable Professional 1.0.013 All All All

Application Mailenable Mailenable Professional 1.0.014 All All All

Application Mailenable Mailenable Professional 1.0.015 All All All

Application Mailenable Mailenable Professional 1.0.016 All All All

Application Mailenable Mailenable Professional 1.0.017 All All All

Application Mailenable Mailenable Professional 1.1 All All All

Application Mailenable Mailenable Professional 1.101 All All All

Application Mailenable Mailenable Professional 1.102 All All All

Application Mailenable Mailenable Professional 1.103 All All All

Application Mailenable Mailenable Professional 1.104 All All All

Application Mailenable Mailenable Professional 1.105 All All All

Application Mailenable Mailenable Professional 1.106 All All All

Application Mailenable Mailenable Professional 1.107 All All All

Application Mailenable Mailenable Professional 1.108 All All All

Application Mailenable Mailenable Professional 1.109 All All All

Application Mailenable Mailenable Professional 1.110 All All All

Application Mailenable Mailenable Professional 1.111 All All All

Application Mailenable Mailenable Professional 1.112 All All All

Application Mailenable Mailenable Professional 1.113 All All All

Application Mailenable Mailenable Professional 1.114 All All All

Application Mailenable Mailenable Professional 1.115 All All All

Application Mailenable Mailenable Professional 1.116 All All All

Application Mailenable Mailenable Professional 1.12 All All All

Application Mailenable Mailenable Professional 1.13 All All All

Application Mailenable Mailenable Professional 1.14 All All All

Application Mailenable Mailenable Professional 1.15 All All All

Application Mailenable Mailenable Professional 1.16 All All All

Application Mailenable Mailenable Professional 1.17 All All All

Application Mailenable Mailenable Professional 1.18 All All All

Application Mailenable Mailenable Professional 1.19 All All All

Application Mailenable Mailenable Professional 1.2 All All All

Application Mailenable Mailenable Professional 1.2a All All All

Application Mailenable Mailenable Professional 1.5 All All All

Application Mailenable Mailenable Professional 1.5015 All All All

Application Mailenable Mailenable Professional 1.5016 All All All
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Application Mailenable Mailenable Professional 1.5017 All All All

Application Mailenable Mailenable Professional 1.5018 All All All

Application Mailenable Mailenable Professional 1.51 All All All

Application Mailenable Mailenable Professional 1.52 All All All

Application Mailenable Mailenable Professional 1.53 All All All

Application Mailenable Mailenable Professional 1.54 All All All
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Application Mailenable Mailenable Professional 1.610 All All All
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Application Mailenable Mailenable Professional 1.701 All All All

Application Mailenable Mailenable Professional 1.702 All All All

Application Mailenable Mailenable Professional 1.703 All All All

Application Mailenable Mailenable Professional 1.704 All All All

Application Mailenable Mailenable Professional 1.71 All All All

Application Mailenable Mailenable Professional 1.72 All All All

Application Mailenable Mailenable Professional 1.73 All All All

Application Mailenable Mailenable Professional 1.8 All All All

Application Mailenable Mailenable Professional 1.9 All All All

Application Mailenable Mailenable Professional 1.91 All All All

Application Mailenable Mailenable Professional 1.92 All All All

Application Mailenable Mailenable Professional 1.93 All All All

Application Mailenable Mailenable Professional 1.0.004 All All All

Application Mailenable Mailenable Professional 1.0.005 All All All

Application Mailenable Mailenable Professional 1.0.006 All All All

Application Mailenable Mailenable Professional 1.0.007 All All All

Application Mailenable Mailenable Professional 1.0.008 All All All

Application Mailenable Mailenable Professional 1.0.009 All All All

Application Mailenable Mailenable Professional 1.0.010 All All All

Application Mailenable Mailenable Professional 1.0.011 All All All

Application Mailenable Mailenable Professional 1.0.012 All All All

Application Mailenable Mailenable Professional 1.0.013 All All All

Application Mailenable Mailenable Professional 1.0.014 All All All

Application Mailenable Mailenable Professional 1.0.015 All All All

Application Mailenable Mailenable Professional 1.0.016 All All All

Application Mailenable Mailenable Professional 1.0.017 All All All

Application Mailenable Mailenable Professional 1.1 All All All
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Application Mailenable Mailenable Professional 1.1 All All All
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Application Mailenable Mailenable Professional 1.17 All All All

Application Mailenable Mailenable Professional 1.18 All All All
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Application Mailenable Mailenable Professional 1.2a All All All

Application Mailenable Mailenable Professional 1.5 All All All

Application Mailenable Mailenable Professional 1.5015 All All All
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Application Mailenable Mailenable Professional 1.51 All All All
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Application Mailenable Mailenable Professional 1.54 All All All

http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional
http://cve.report/vendor/mailenable
http://cve.report/software/mailenable/mailenable_professional


Application Mailenable Mailenable Professional 1.6 All All All

Application Mailenable Mailenable Professional 1.610 All All All

Application Mailenable Mailenable Professional 1.7 All All All

Application Mailenable Mailenable Professional 1.701 All All All

Application Mailenable Mailenable Professional 1.702 All All All

Application Mailenable Mailenable Professional 1.703 All All All

Application Mailenable Mailenable Professional 1.704 All All All

Application Mailenable Mailenable Professional 1.71 All All All

Application Mailenable Mailenable Professional 1.72 All All All

Application Mailenable Mailenable Professional 1.73 All All All

Application Mailenable Mailenable Professional 1.8 All All All

Application Mailenable Mailenable Professional 1.9 All All All

Application Mailenable Mailenable Professional 1.91 All All All

Application Mailenable Mailenable Professional 1.92 All All All

Application Mailenable Mailenable Professional 1.93 All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

index.html MISC www.divisionbyzero.be

www.DivisionByZero.be MISC www.divisionbyzero.be

26791 OSVDB www.osvdb.org

Error 404 - Page Not Found CONFIRM www.mailenable.com

MailEnable SMTP HELO Command Remote Denial of Service Vulnerability BID www.securityfocus.com

SecurityTracker.com Archives - MailEnable HELO Command Lets Remote Users Deny Service SECTRACK securitytracker.com

MailEnable SMTP Service HELO Denial of Service - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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