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CVE CVE-2006-3281
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-28 22:05:00 UTC
Updated 2021-07-23 12:55:00 UTC
Description Microsoft Internet Explorer 6.0 does not properly handle Drag and Drop events, which allows remote user-assisted attacker

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft le 6.0 All All All

Application Microsoft le 6.0 All All All

Application Microsoft Internet Explorer 6.0 All All All

Reference Sol
IBM X-Force Exchange XF
Microsoft Windows Explorer Drag and Drop Remote Code Execution Vulnerability BID
Internet Explorer Information Disclosure and HTA Application Execution - Advisories - Secunia SE(

Microsoft Windows Explorer Lets Remote Users Access Information in Other Domains and Execute HTA Applications - SecurityTracker ~ SE(

[Full-disclosure] IE_ONE_MINOR_ONE_MAJOR FUlL
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUl
[Full-Disclosure] Mailing List Charter MIS
Microsoft Security Bulletin MS06-045 - Critical | Microsoft Docs MS
US-CERT Vulnerability Note VU#655100 CEl
US-CERT Technical Cyber Security Alert TA06-220A -- Microsoft Products Contain Multiple Vulnerabilities CEl

Repository / Oval Repository OV,



https://cve.report/
https://cve.report/CVE-2006-3281/mitre
https://cve.report/CVE-2006-3281/nist
https://cve.report/CVE-2006-3281/cve_org
https://cve.report/api/cve/CVE-2006-3281.json
https://cve.report/CVE-2006-3281.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
https://exchange.xforce.ibmcloud.com/vulnerabilities/27456
http://www.securityfocus.com/bid/19389
http://secunia.com/advisories/20825
http://securitytracker.com/id?1016388
http://lists.grok.org.uk/pipermail/full-disclosure/2006-June/047398.html
http://www.vupen.com/english/advisories/2006/2553
http://lists.grok.org.uk/pipermail/full-disclosure/attachments/20060627/3d930eda/PLEBO-2006.06.16-IE_ONE_MINOR_ONE_MAJOR.obj
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-045
http://www.kb.cert.org/vuls/id/655100
http://www.us-cert.gov/cas/techalerts/TA06-220A.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A318

CVE Program record CVI

NVD vulnerability detail NVI
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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