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CVE CVE-2006-3311
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-09-12 23:07:00 UTC
Updated 2018-10-18 16:46:00 UTC
Description Buffer overflow in Adobe Flash Player 8.0.24.0 and earlier, Flash Professional 8, Flash MX 2004, and Flex 1.5 allows user-i
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Flash Player 8 All pro All

Application Adobe Flash Player mx_2004 All All All

Application Adobe Flash Player 8 All pro All

Application Adobe Flash Player mx_2004 All All All

Application Adobe Flash Player All All All All

Application Adobe Flex Sdk 1.5 All All All

Application Adobe Flex Sdk 15 All All All

Reference Sourc
rhn.redhat.com | Red Hat Support REDH
Gentoo update for netscape-flash - Advisories - Secunia SECU
US-CERT Technical Cyber Security Alert TA06-275A -- Multiple Vulnerabilities in Apple and Adobe Products CERT
SecurityFocus BUGT
SUSE update for flash-player - Advisories - Secunia SECU
SecurityTracker.com Archives - Adobe Flash Player Input Validation Bugs Let Remote Users Execute Arbitrary Code SECT!
US-CERT Technical Cyber Security Alert TA06-318A -- Microsoft Security Updates for Windows, Internet Explorer, and Adobe Flash CERT
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Red Hat update for flash-plugin - Advisories - Secunia SECU

Webmail - OVH VUPE
SecurityReason - Adobe/Macromedia Flash Player Vulnerability SREA
Computer Terrorism (UK) :: Security Advisory MISC
Adobe - Security Advisories : Multiple Vulnerabilities in Adobe Flash Player 8.0.24.0 and Earlier Versions CONF
Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia SECU
Webmail - OVH VUPE
Adobe Flash Player Multiple Vulnerabilities - Advisories - Secunia SECU
Repository / Oval Repository OVAL
IBM X-Force Exchange XF
Security Announcement SUSE
Adobe Flash Player Multiple Remote Code Execution Vulnerabilities BID
Microsoft Windows Flash Player Multiple Vulnerabilities - Advisories - Secunia SECU
Microsoft Security Bulletin MS06-069 - Critical | Microsoft Docs MS
Gentoo Linux Documentation -- Adobe Flash Player: Arbitrary code execution GENT
US-CERT Vulnerability Note VU#451380 CERT
Webmail - OVH VUPE
APPLE-SA-2006-09-29 Mac OS X v10.4.8 and Security Update 2006-006 APPLI
Webmail - OVH VUPE
CVE Program record CVE.C
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690550 Free Berkeley Software Distribution (FreeBSD) Security Update for linux-flashplugin7 (7¢75d48c-429b-11db-afae-
000c6ec775d9)
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