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Summary

CVE CVE-2006-3312

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-29 19:05:00 UTC

Updated 2018-10-18 16:46:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in ashmans and Bill Echlin QaTraq 6.5 RC and earlier allow remote attackers to inject arbitrary web script or HTML via the (1) link_print, (2) link_upgrade, (3) link_sql, (4) link_next, (5) link_prev, and (6) link_list parameters in top.inc as included by queries_view_search.php; the (7) msg, (8) component_name, and (9) component_desc parameters in (a) components_copy_content.php, (b) components_modify_content.php, and (c) components_new_content.php; the (10) title, (11) version, and (12) content parameters in design_copy_content.php; the (13) plan_title and (14) plan_content parameters in design_copy_plan_search.php; the (15) title, (16) minor_version, (17) new_version, and (18) content parameters in design_modify_content.php; the (19) title, (20) version, and (21) content parameters in design_new_content.php; the (22) plan_name and (23) plan_desc parameters in design_new_search.php; the (24) file_name parameter in download.php; the (25) username and (26) password parameters in login.php; the (27) title, (28) version, and (29) content parameters in phase_copy_content.php; the (30) content parameter in phase_delete_search.php; the (31) title, (32) minor_version, (33) new_version, and (34) content parameters in phase_modify_content.php; the (35) content, (36) title, (37) version, and (38) content parameters in phase_modify_search.php; the (39) content parameter in phase_view_search.php; the (40) msg, (41) product_name, and (42) product_desc parameters in products_copy_content.php; and possibly the (43) product_name and (44) product_desc parameters in (d) products_copy_search.php, and a large number of additional parameters and executables. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qatraq Qatraq 6.5 All All All

Application Qatraq Qatraq 6.5 All All All

References

Reference Source Link

27614 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

27607 OSVDB www.osvdb.org

27613 OSVDB www.osvdb.org

27600 OSVDB www.osvdb.org

27609 OSVDB www.osvdb.org

SecurityReason - QaTraq 6.5 RC: Multiple XSS Vulnerabilities SREASON securityreason.com

27599 OSVDB www.osvdb.org

27616 OSVDB www.osvdb.org

27605 OSVDB www.osvdb.org

27611 OSVDB www.osvdb.org

27602 OSVDB www.osvdb.org
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SecurityTracker.com Archives - QaTraq Input Validation Hole Permits Cross-Site Scripting Attacks SECTRACK securitytracker.com

[VIM] QaTraq multiple cross-site scripting vulnerabilities (fwd) VIM www.attrition.org

27608 OSVDB www.osvdb.org

27612 OSVDB www.osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

27601 OSVDB www.osvdb.org

27615 OSVDB www.osvdb.org

27606 OSVDB www.osvdb.org

27610 OSVDB www.osvdb.org

Software test case management CONFIRM www.testmanagement.com

seclab.tuwien.ac.at/advisories/TUVSA-0606-001.txt MISC seclab.tuwien.ac.at

27603 OSVDB www.osvdb.org

27604 OSVDB www.osvdb.org

QaTraq Multiple Cross-Site Scripting Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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