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Summary

CVE CVE-2006-3325

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-30 23:05:00 UTC

Updated 2018-10-18 16:46:00 UTC

Description client/cl_parse.c in the id3 Quake 3 Engine 1.32c and the Icculus Quake 3 Engine (ioquake3) revision 810 and earlier allows remote malicious servers to overwrite arbitrary write-protected cvars variables on the client, such as cl_allowdownload for Automatic Downloading and fs_homepath for the quake3 path, via a string of cvar names and values sent from the server. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Id Software Quake 3 Engine All All All All

Application Id Software Quake 3 Engine 1.32b All All All

Application Id Software Quake 3 Engine 1.32c All All All

Application Id Software Quake 3 Engine icculus_803 All All All

Application Id Software Quake 3 Engine icculus_804 All All All

Application Id Software Quake 3 Engine icculus_805 All All All

Application Id Software Quake 3 Engine icculus_806 All All All

Application Id Software Quake 3 Engine icculus_807 All All All

Application Id Software Quake 3 Engine icculus_808 All All All

Application Id Software Quake 3 Engine icculus_809 All All All

Application Id Software Quake 3 Engine icculus_810 All All All

Application Id Software Quake 3 Engine All All All All

Application Id Software Quake 3 Engine 1.32b All All All

Application Id Software Quake 3 Engine 1.32c All All All

Application Id Software Quake 3 Engine icculus_803 All All All

Application Id Software Quake 3 Engine icculus_804 All All All

Application Id Software Quake 3 Engine icculus_805 All All All
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Application Id Software Quake 3 Engine icculus_805 All All All

Application Id Software Quake 3 Engine icculus_806 All All All

Application Id Software Quake 3 Engine icculus_807 All All All

Application Id Software Quake 3 Engine icculus_808 All All All

Application Id Software Quake 3 Engine icculus_809 All All All

Application Id Software Quake 3 Engine icculus_810 All All All

References

Reference Source Link

Secunia - Advisories - Icculus.org Quake3 Engine Two Vulnerabilities SECUNIA secunia.com

Quake 3 Multiple Vulnerabilities BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityReason - UPDATE: Files and cvars overwriting in Quake 3 engine (1.32c / rev 803 / ...) SREASON securityreason.com

Secunia - Advisories - Quake3 Engine File Overwrite And Buffer Overflow Vulnerabilities SECUNIA secunia.com

aluigi.altervista.org/adv/q3cfilevar-adv.txt MISC aluigi.altervista.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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