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Summary

CVE CVE-2006-3331

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-06-30 23:05:00 UTC

Updated 2022-02-28 16:14:00 UTC

Description Opera before 9.0 does not reset the SSL security bar after displaying a download dialog from an SSL-enabled website, which allows remote attackers to spoof a trusted SSL certificate from an untrusted website and facilitates phishing attacks.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opera Opera Browser All All All All

Application Opera Software Opera Web Browser All All All All

References

Reference Source Link

Opera SSL Certificate "Stealing" Weakness - Advisories - Secunia SECUNIA secunia.com

Opera SSL Certificate "Stealing" Weakness - Secunia Research - Secunia MISC secunia.com

SecurityTracker.com Archives - Opera May Display the SSL Certificate of a Trusted Site While Visiting an Untrusted Site SECTRACK securitytracker.com

Secunia - Advisories - SUSE update for Opera SECUNIA secunia.com

Security Announcement SUSE www.novell.com

SecurityReason - Opera SSL Certificate "Stealing" Weakness SREASON securityreason.com

Opera SSL Certificate Spoofing Weakness BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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http://securitytracker.com/id?1016406
http://secunia.com/advisories/20897
http://www.novell.com/linux/security/advisories/2006_38_opera.html
http://securityreason.com/securityalert/1177
http://www.securityfocus.com/bid/18692
http://www.securityfocus.com/archive/1/438634/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/27449
http://www.vupen.com/english/advisories/2006/2571
https://www.cve.org/CVERecord?id=CVE-2006-3331
https://nvd.nist.gov/vuln/detail/CVE-2006-3331


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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