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Buffer overflow in the png_decompress_chunk function in pngrutil.c in libpng before 1.2.12 allows context-dependent attack

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Application
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Application

Application

Vendor Product Version Update Edition Language
Greg Roelofs Libpng 1.2.0 All All All
Greg Roelofs Libpng 1.2.1 All All All
Greg Roelofs Libpng 1.2.10 All All All
Greg Roelofs Libpng 1.2.2 All All All
Greg Roelofs Libpng 1.2.3 All All All
Greg Roelofs Libpng 1.24 All All All
Greg Roelofs Libpng 1.2.5 All All All
Greg Roelofs Libpng 1.2.6 All All All
Greg Roelofs Libpng 1.2.7 All All All
Greg Roelofs Libpng 1.2.7rc1 All All All
Greg Roelofs Libpng 1.2.8 All All All
Greg Roelofs Libpng 1.2.9 All All All
Greg Roelofs Libpng 1.2.0 All All All
Greg Roelofs Libpng 1.21 All All All
Greg Roelofs Libpng 1.2.10 All All All
Greg Roelofs Libpng 1.2.2 All All All
Greg Roelofs Libpng 1.2.3 All All All
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Secunia - Advisories - SUSE Updates for Multiple Packages

Mandriva update for chromium - Advisories - Secunia

Mandriva update for doxygen - Advisories - Secunia

SUSE Update for Multiple Packages - Advisories - Secunia

APPLE-SA-2008-03-18 Security Update 2008-002
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-05-14 Mark J Cox  On Red Hat Enterprise Linux 2.1, 3, 4, and 5 this is a two-byte overflow into the middle of the ste

/]

There are currently no legacy QID mappings associated with this CVE.
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