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Summary

CVE CVE-2006-3392

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-06 20:05:00 UTC

Updated 2018-10-18 16:47:00 UTC

Description Webmin before 1.290 and Usermin before 1.220 calls the simplify_path function before decoding HTML, which allows remote attackers to read arbitrary files, as demonstrated using "..%01" sequences, which bypass the removal of "../" sequences before bytes such as "%01" are removed from the filename. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Usermin Usermin All All All All

Application Webmin Webmin All All All All

References

Reference Source Link Tags

US-CERT Vulnerability Note VU#999601 CERT-VN www.kb.cert.org US Government Resource

[VIM] Webmin traversal - changelog VIM attrition.org

SecurityFocus BUGTRAQ www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

SecurityFocus BUGTRAQ www.securityfocus.com

Debian -- Security Information -- DSA-1199-1 webmin DEBIAN www.debian.org

Webmin / Usermin Arbitrary File Disclosure Vulnerability - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Mandriva update for webmin - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Webmin CONFIRM www.webmin.com

Debian update for webmin - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

[VIM] Webmin traversal - changelog VIM attrition.org

Gentoo Linux Documentation -- Webmin, Usermin: File Disclosure GENTOO security.gentoo.org
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http://www.securityfocus.com/archive/1/440466/100/0/threaded
http://www.debian.org/security/2006/dsa-1199
http://secunia.com/advisories/20892
http://secunia.com/advisories/21105
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http://secunia.com/advisories/22556
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http://security.gentoo.org/glsa/glsa-200608-11.xml


Advisories - Mandriva Linux MANDRIVA www.mandriva.com

SecurityFocus BUGTRAQ www.securityfocus.com

Gentoo updates for webmin/usermin - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Webmin/Usermin Unspecifed Information Disclosure Vulnerability BID www.securityfocus.com

26772 OSVDB www.osvdb.org Patch

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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