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Summary

CVE CVE-2006-3449

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-09 00:04:00 UTC

Updated 2018-10-18 16:47:00 UTC

Description Unspecified vulnerability in Microsoft PowerPoint 2000 through 2003, possibly a buffer overflow, allows user-assisted remote attackers to execute arbitrary commands via a malformed record in the BIFF file format used in a PPT file, a different issue than CVE-2006-1540, aka "Microsoft PowerPoint Malformed Record Vulnerability."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Powerpoint 2000 All All All

Application Microsoft Powerpoint 2000 All All ja

Application Microsoft Powerpoint 2000 All All ko

Application Microsoft Powerpoint 2000 All All zh

Application Microsoft Powerpoint 2000 sp2 All All

Application Microsoft Powerpoint 2000 sp3 All All

Application Microsoft Powerpoint 2000 sr1 All All

Application Microsoft Powerpoint 2001 All All All

Application Microsoft Powerpoint 2002 All All All

Application Microsoft Powerpoint 2002 sp1 All All

Application Microsoft Powerpoint 2002 sp2 All All

Application Microsoft Powerpoint 2002 sp3 All All

Application Microsoft Powerpoint 2003 All All All

Application Microsoft Powerpoint 2000 All All All

Application Microsoft Powerpoint 2000 All All ja

Application Microsoft Powerpoint 2000 All All ko

Application Microsoft Powerpoint 2000 All All zh
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Application Microsoft Powerpoint 2000 All All zh

Application Microsoft Powerpoint 2000 sp2 All All

Application Microsoft Powerpoint 2000 sp3 All All

Application Microsoft Powerpoint 2000 sr1 All All

Application Microsoft Powerpoint 2001 All All All

Application Microsoft Powerpoint 2002 All All All

Application Microsoft Powerpoint 2002 sp1 All All

Application Microsoft Powerpoint 2002 sp2 All All

Application Microsoft Powerpoint 2002 sp3 All All

Application Microsoft Powerpoint 2003 All All All

References

Reference

SecurityReason - Microsoft PowerPoint Malformed Record Memory Corruption

Repository / Oval Repository

US-CERT Technical Cyber Security Alert TA06-220A -- Microsoft Products Contain Multiple Vulnerabilities

SecurityFocus

Microsoft Security Bulletin MS06-048 - Critical | Microsoft Docs

Microsoft Powerpoint Remote Code Execution Vulnerability

SecurityTracker.com Archives - Microsoft Office Buffer Overflow in Processing PowerPoint Records Lets Remote Users Execute Arbitrary Code

ページが見つかりませんでした | 目の下が赤い！それ赤クマかも？原因と治し方を教えて？

US-CERT Vulnerability Note VU#884252

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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