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Summary

CVE CVE-2006-3452

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-12 22:05:00 UTC

Updated 2017-07-20 01:32:00 UTC

Description Adobe Reader and Acrobat 6.0.4 and earlier, on Mac OSX, has insecure file and directory permissions, which allows local users to gain privileges by overwriting program files.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Acrobat 3.0 All mac_os_x All

Application Adobe Acrobat 3.1 All mac_os_x All

Application Adobe Acrobat 4.0 All mac_os_x All

Application Adobe Acrobat 4.0.5 All mac_os_x All

Application Adobe Acrobat 4.0.5a All mac_os_x All

Application Adobe Acrobat 4.0.5c All mac_os_x All

Application Adobe Acrobat 5.0 All mac_os_x All

Application Adobe Acrobat 5.0.10 All mac_os_x All

Application Adobe Acrobat 5.0.5 All mac_os_x All

Application Adobe Acrobat 6.0 All mac_os_x All

Application Adobe Acrobat 6.0.1 All mac_os_x All

Application Adobe Acrobat 6.0.2 All mac_os_x All

Application Adobe Acrobat 6.0.3 All mac_os_x All

Application Adobe Acrobat 3.0 All mac_os_x All

Application Adobe Acrobat 3.1 All mac_os_x All

Application Adobe Acrobat 4.0 All mac_os_x All

Application Adobe Acrobat 4.0.5 All mac_os_x All
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Application Adobe Acrobat 4.0.5 All mac_os_x All

Application Adobe Acrobat 4.0.5a All mac_os_x All

Application Adobe Acrobat 4.0.5c All mac_os_x All

Application Adobe Acrobat 5.0 All mac_os_x All

Application Adobe Acrobat 5.0.10 All mac_os_x All

Application Adobe Acrobat 5.0.5 All mac_os_x All

Application Adobe Acrobat 6.0 All mac_os_x All

Application Adobe Acrobat 6.0.1 All mac_os_x All

Application Adobe Acrobat 6.0.2 All mac_os_x All

Application Adobe Acrobat 6.0.3 All mac_os_x All

Application Adobe Acrobat All All mac_os_x All

Application Adobe Acrobat Reader 3.0 All mac_os_x All

Application Adobe Acrobat Reader 4.0 All for_mac_os_x All

Application Adobe Acrobat Reader 4.0.5 All mac_os_x All

Application Adobe Acrobat Reader 4.0.5a All mac_os_x All

Application Adobe Acrobat Reader 4.0.5c All mac_os_x All

Application Adobe Acrobat Reader 5.0 All for_mac_os_x All

Application Adobe Acrobat Reader 5.0.10 All mac_os_x All

Application Adobe Acrobat Reader 5.0.5 All for_mac_os_x All

Application Adobe Acrobat Reader 5.1 All for_mac_os_x All

Application Adobe Acrobat Reader 6.0 All for_mac_os_x All

Application Adobe Acrobat Reader 6.0.1 All for_mac_os_x All

Application Adobe Acrobat Reader 6.0.2 All for_mac_os_x All

Application Adobe Acrobat Reader 6.0.3 All for_mac_os_x All

Application Adobe Acrobat Reader 3.0 All mac_os_x All

Application Adobe Acrobat Reader 4.0 All for_mac_os_x All

Application Adobe Acrobat Reader 4.0.5 All mac_os_x All

Application Adobe Acrobat Reader 4.0.5a All mac_os_x All

Application Adobe Acrobat Reader 4.0.5c All mac_os_x All

Application Adobe Acrobat Reader 5.0 All for_mac_os_x All

Application Adobe Acrobat Reader 5.0.10 All mac_os_x All

Application Adobe Acrobat Reader 5.0.5 All for_mac_os_x All

Application Adobe Acrobat Reader 5.1 All for_mac_os_x All

Application Adobe Acrobat Reader 6.0 All for_mac_os_x All

Application Adobe Acrobat Reader 6.0.1 All for_mac_os_x All

Application Adobe Acrobat Reader 6.0.2 All for_mac_os_x All
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Application Adobe Acrobat Reader 6.0.3 All for_mac_os_x All

Application Adobe Acrobat Reader All All for_mac_os_x All

References

Reference

IBM X-Force Exchange

Adobe Acrobat / Adobe Reader Local Privilege Escalation Vulnerability

Adobe - Security Advisories : APSB06-08: File Permissions Vulnerability in Adobe Reader and Adobe Acrobat (Mac OS)

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityTracker.com Archives - Adobe Acrobat and Adobe Reader Unsafe Permissions on Mac OS X Let Local Users Gain Elevated Privileges

27157

Adobe Acrobat / Adobe Reader Insecure Default Permissions - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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