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CVE-2006-3467

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACUAUNCPILPIAP Certain versions of Freetype from Freetype contain the following
’ vulnerability:

Integer overflow in FreeType before 2.2 allows remote attackers to
cause a denial of service (crash) and possibly execute arbitrary code
via a crafted PCF file, as demonstrated by the Red Hat bad1.pcf test
file, due to a partial fix of CVE-2006-1861.

CVE-2006-3467 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description T Link

ags
Sun Solaris FreeType Integer Overflow and Underflow { SECUNIA 23939
Vulnerabilities - Advisories - Secunia

m TRUSTIX 2006-0052
text/plain

Debian -- Security Information -- DSA-1178-1 freetype (© DEBIAN DSA-1178

SecurityFocus (%) BUGTRAQ 20061113 VMSA-2006-0007
- VMware ESX Server 2.1.3 Upgrade Patch
2

SecuritvTracker.com Archives - FreeTvpe Inteaer Overflows Let ™ SECTRACK 1016522


https://cve.report/
https://cve.report/CVE-2006-3467/mitre
https://cve.report/CVE-2006-3467/nist
https://cve.report/CVE-2006-3467/cve_org
https://cve.report/CVE-2006-3467.pdf
http://cve.report/software/freetype/freetype
http://cve.report/vendor/freetype
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2006/http://secunia.com/advisories/23939
https://cve.report/CVE-2006-3467/0a311719
http://www.debian.org/security/2006/dsa-1178
http://www.securityfocus.com/archive/1/451417/100/200/threaded
http://securitytracker.com/id?1016522

Remote Users Execute Arbitrary Code

Support

SuSE Security announcements: [suse-security-announce] SUSE
Security Announcement: freetype2 (SUSE-SA:2006:045)

[security-announce] SUSE Security Summary Report SUSE-
SR:2007:021

APPLE-SA-2009-02-12 Security Update 2009-001

#102705: Security Vulnerabilities (Integer Overflows and a
Denial of Service) in the FreeType 2 Font Engine

Advisories - Mandriva Linux

usn/usn-324-1 - Ubuntu: Linux for human beings

VMware ESX Server 2.0.2 Upgrade Patch 2 (for 2.0.2 Systems)

Sun Solaris libXfont Integer Overflow Vulnerability - Advisories -
Secunia

Red Hat Customer Portal

Avaya CMS / IR Sun Solaris libXfont Integer Overflow
Vulnerability - Advisories - Secunia

Webmail - OVH

ASA-2006-176 (RHSA-2006-0500)

Support

Advisories - Mandriva Linux

VMware ESX Server Multiple Vulnerabilities - Advisories -
Secunia

Red Hat Customer Portal

ASA-2006-186 (RHSA-2006-0635)

VMware ESX Server 2.1.3 Upgrade Patch 2 (for 2.1.3 Systems

text/html

Vendor Advisory
.redhat.com
text/html

web.archive.org
text/html
Inactive Link™ Not Archived

lists.opensuse.org
text/html

lists.apple.com
text/htm

web.archive.org
text/html
Inactive Link™ Not Archived

www.mandriva.com
text/html

text/html

text/html

Vendor Advisory
web.archive.org
text/html

access.redhat.com
text/html

Vendor Advisory
web.archive.org

text/html

text/html

support.avaya.com
text/html

Vendor Advisory
.redhat.com
text/html

www.mandriva.com
text/html

Vendor Advisory
web.archive.org
text/html

access.redhat.com
text/htm

support.avaya.com
text/html
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& REDHAT RHSA-2006:0635

) SUSE SUSE-SA:2006:045

9 SUSE SUSE-SR:2007:021

[[] APPLE APPLE-SA-2009-02-12

(2) SUNALERT 102705

& MANDRIVA MDKSA-2006:148

® UBUNTU USN-324-1

8 CONFIRM
www.vmware.com/download/esx/esx-202-
200610-patch.html

) SECUNIA 22907

& MISC access.redhat.com/errata/RHSA-
2006:0635

»{ SECUNIA 23400

) VUPEN ADV-2007-0381

) CONFIRM
support.avaya.com/elmodocs2/security/ASA-
2006-176.htm

& REDHAT RHSA-2006:0500

& MANDRIVA MDKSA-2006:129

{ SECUNIA 22875

& MISC access.redhat.com/errata/RHSA-
2006:0500

) CONFIRM
support.avaya.com/elmodocs2/security/ASA-
2006-186.htm

&% CONFIRM


http://www.redhat.com/support/errata/RHSA-2006-0635.html
https://web.archive.org/web/2006/http://lists.suse.com/archive/suse-security-announce/2006-Aug/0002.html
http://lists.opensuse.org/opensuse-security-announce/2007-10/msg00006.html
http://lists.apple.com/archives/security-announce/2009/Feb/msg00000.html
https://web.archive.org/web/2006/http://sunsolve.sun.com/search/document.do?assetkey=1-26-102705-1
http://www.mandriva.com/security/advisories?name=MDKSA-2006:148
http://www.ubuntu.com/usn/usn-324-1
http://www.vmware.com/download/esx/esx-202-200610-patch.html
https://web.archive.org/web/2006/http://secunia.com/advisories/22907
https://access.redhat.com/errata/RHSA-2006:0635
https://web.archive.org/web/2006/http://secunia.com/advisories/23400
http://www.vupen.com/english/advisories/2007/0381
http://support.avaya.com/elmodocs2/security/ASA-2006-176.htm
http://www.redhat.com/support/errata/RHSA-2006-0500.html
http://www.mandriva.com/security/advisories?name=MDKSA-2006:129
https://web.archive.org/web/2006/http://secunia.com/advisories/22875
https://access.redhat.com/errata/RHSA-2006:0500
http://support.avaya.com/elmodocs2/security/ASA-2006-186.htm

Only) text/html www.vmware.com/download/esx/esx-213-
200610-patch.html

487070 — (CVE-2006-3467) CVE-2006-3467 freetype: integer bugzilla.redhat.com ) MISC bugzilla.redhat.com/show_bug.cgi?
overflow vulnerability due to incomplete fix for CVE-2006-1861 text/html id=487070

Red Hat Customer Portal access.redhat.com & MISC access.redhat.com/errata/RHSA-
text/html 2006:0634

VMware ESX Server 2.5.4 Upgrade Patch 1 (for 2.5.4 Systems 8 CONFIRM
Only) text/html www.vmware.com/download/esx/esx-254-
200610-patch.html

190593 — CVE-2006-1861 freetype multiple integer overflows bugzilla.redhat.com @ MISC
(CVE-2006-3467) text/html bugzilla.redhat.com/bugzilla/show_bug.cgi?
id=190593

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:10673
text/html

SecurityFocus www.securityfocus.com ) BUGTRAQ 20061113 VMSA-2006-0008
text/html - VMware ESX Server 2.0.2 Upgrade Patch
2

Red Hat update for xorg-x11 - Advisories - Secunia Vendor Advisory Y SECUNIA 21567
web.archive.org
text/html

SGI Advanced Linux Environment Multiple Updates - Advisories [ LT CTTEET DU SECUNIA 21135
- Secunia web.archive.org
text/html

SUSE Updates for Multiple Packages - Advisories - Secunia Vendor Advisory Y SECUNIA 27271
web.archive.org
text/html

Mandriva update for xorg-x11 - Advisories - Secunia Vendor Advisory Y SECUNIA 21626
web.archive.org

text/html

Debian update for xfree86 - Secunia Advisories - Vulnerability Vendor Advisory ) SECUNIA 22332
Intelligence - Secunia.com web.archive.org
text/html

Debian -- Security Information -- DSA-1193-1 xfree86 www.debian.org (© DEBIAN DSA-1193
Depreciated Link
text/html

Webmail - OVH () VUPEN ADV-2006-4522

text/html

Avaya Products FreeType Vulnerabilities - Advisories - Secunia Vendor Advisory Y SECUNIA 21701
web.archive.org
text/htm

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - FIESE T { SECUNIA 33937
Secunia Advisories - Vulnerability Information - Secunia.com text/html

usn/usn-341-1 - Ubuntu: Linux for human beings ® UBUNTU USN-341-1

text/html

ASA-2006-284 (SUN 102622, 102677, 102686, 102714, support.avaya.com ) CONFIRM
102719) text/html support.avaya.com/elmodocs2/security/ASA-
2006-284.htm

SecurityFocus www.securityfocus.com D BUGTRAQ 20061113 VMSA-2006-0006
text/html - VMware ESX Server 2.5.3 Upgrade Patch
4
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http://www.vmware.com/download/esx/esx-213-200610-patch.html
https://bugzilla.redhat.com/show_bug.cgi?id=487070
https://access.redhat.com/errata/RHSA-2006:0634
http://www.vmware.com/download/esx/esx-254-200610-patch.html
http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=190593
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10673
http://www.securityfocus.com/archive/1/451426/100/200/threaded
https://web.archive.org/web/2006/http://secunia.com/advisories/21567
https://web.archive.org/web/2006/http://secunia.com/advisories/21135
https://web.archive.org/web/2006/http://secunia.com/advisories/27271
https://web.archive.org/web/2006/http://secunia.com/advisories/21626
https://web.archive.org/web/2006/http://secunia.com/advisories/22332
http://www.debian.org/security/2006/dsa-1193
http://www.vupen.com/english/advisories/2006/4522
https://web.archive.org/web/2006/http://secunia.com/advisories/21701
https://web.archive.org/web/2006/http://secunia.com/advisories/33937
http://www.ubuntu.com/usn/usn-341-1
http://support.avaya.com/elmodocs2/security/ASA-2006-284.htm
http://www.securityfocus.com/archive/1/451404/100/0/threaded

Security Advisory SA21793 - Ubuntu update for xorg / libxfont - Vendor Advisory Y SECUNIA 21793
Secunia web.archive.org
text/html

SecurityFocus www.securityfocus.com 2 BUGTRAQ 20060825 rPSA-2006-0157-1
text/html xorg-x11 xorg-x11-fonts xorg-x11-tools xorg-
x11-xfs

Webmail - OVH www.vupen.com 3 VUPEN ADV-2006-4502
text/html

SecurityFocus www.securityfocus.com 2 BUGTRAQ 20061113 VMSA-2006-0005
text/html - VMware ESX Server 2.5.4 Upgrade Patch
1

Mandriva update for freetype2 - Advisories - Secunia Vendor Advisory Y SECUNIA 21144
web.archive.org
text/html

patches.sgi.com ™ SGI 20060701-01-U

Inactive Link™ Not Archived

Secunia - Advisories - Ubuntu update for freetype Vendor Advisory Y SECUNIA 21232
web.archive.org
text/html

Support Vendor Advisory & REDHAT RHSA-2006:0634
redhat.com
text/html

Secunia - Advisories - SUSE update for freetype2 Vendor Advisory Y SECUNIA 21285
web.archive.org
text/html

Gentoo Linux Documentation -- LibXfont: Multiple integer security.gentoo.org E3 GENTOO GLSA-200609-04
overflows text/html

rPath update for xorg-x11 - Secunia.com Vendor Advisory { SECUNIA 21606
web.archive.org
text/html

Red Hat update for freetype - Advisories - Secunia web.archive.org Y{ SECUNIA 21062
text/html

About the security content of Security Update 2009-001 & CONFIRM support.apple.com/kb/HT3438

text/html
Gentoo update for libXfont - Secunia Advisories - Vulnerability Vendor Advisory Y SECUNIA 21798
Intelligence - Secunia.com web.archive.org
text/html
access.redhat.com | CVE-2006-3467 access.redhat.com & MISC
text/html access.redhat.com/security/cve/CVE-2006-
3467
Red Hat update for XFree86 - Advisories - Secunia Vendor Advisory Y SECUNIA 21566
web.archive.org
text/html
Avaya Products XFree86 Vulnerability - Advisories - Secunia Vendor Advisory Y SECUNIA 21836
web.archive.org
text/html
Trustix updates for freetype / gzip - Advisories - Secunia Vendor Advisory Y SECUNIA 22027

web.archive.org
text/html
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https://web.archive.org/web/2006/http://secunia.com/advisories/21793
http://www.securityfocus.com/archive/1/444318/100/0/threaded
http://www.vupen.com/english/advisories/2006/4502
http://www.securityfocus.com/archive/1/451419/100/200/threaded
https://web.archive.org/web/2006/http://secunia.com/advisories/21144
ftp://patches.sgi.com/support/free/security/advisories/20060701-01-U
https://web.archive.org/web/2006/http://secunia.com/advisories/21232
http://www.redhat.com/support/errata/RHSA-2006-0634.html
https://web.archive.org/web/2006/http://secunia.com/advisories/21285
http://security.gentoo.org/glsa/glsa-200609-04.xml
https://web.archive.org/web/2006/http://secunia.com/advisories/21606
https://web.archive.org/web/2006/http://secunia.com/advisories/21062
http://support.apple.com/kb/HT3438
https://web.archive.org/web/2006/http://secunia.com/advisories/21798
https://access.redhat.com/security/cve/CVE-2006-3467
https://web.archive.org/web/2006/http://secunia.com/advisories/21566
https://web.archive.org/web/2006/http://secunia.com/advisories/21836
https://web.archive.org/web/2006/http://secunia.com/advisories/22027

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Freetype Freetype All All All All

«— Previous ID Next ID—

© CVE.report 2023 B [/ |
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