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CVE CVE-2006-3468
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-21 14:03:00 UTC
Updated 2018-10-30 16:26:00 UTC
Description Linux kernel 2.6.x, when using both NFS and EXT3, allows remote attackers to cause a denial of service (file system panic)
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.0 All 64-bit_x86 All
Operating System Linux Linux Kernel 2.6.0 All itanium_ia64_montecito All
Operating System Linux Linux Kernel 2.6.0 test1 All All
Operating System Linux Linux Kernel 2.6.0 test10 All All
Operating System Linux Linux Kernel 2.6.0 test11 All All
Operating System Linux Linux Kernel 2.6.0 test2 All All
Operating System Linux Linux Kernel 2.6.0 test3 All All
Operating System Linux Linux Kernel 2.6.0 test4 All All
Operating System Linux Linux Kernel 2.6.0 tests All All
Operating System Linux Linux Kernel 2.6.0 test6 All All
Operating System Linux Linux Kernel 2.6.0 test7 All All
Operating System Linux Linux Kernel 2.6.0 test8 All All
Operating System Linux Linux Kernel 2.6.0 test9 All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
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Operating System Linux Linux Kernel 2.6.8.1.5 All power3_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All power4 All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerd_smp All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc All
Operating System Linux Linux Kernel 2.6.8.1.5 All powerpc_smp All
Operating System Linux Linux Kernel 2.6.9 All All All
Operating System Linux Linux Kernel 2.6.9 2.6.20 All All
Operating System Linux Linux Kernel 2.6.9 rci All All
Operating System Linux Linux Kernel 2.6.9 rc2 All All
Operating System Linux Linux Kernel 2.6.9 rc3 All All
Operating System Linux Linux Kernel 2.6.9 rc4 All All
Operating System Linux Linux Kernel 2.6_test9 cvs All All All
Reference Source Link Tags
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
Debian update for kernel-source-2.6.8 - Advisories - Secunia SECUNIA secunia.com

Security Announcement SUSE www.novell.com
Security Announcement SUSE www.novell.com

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com
Repository / Oval Repository OVAL oval.cisecurity.org
Secunia - Advisories - Linux Kernel Ext3 Invalid Inode Number Denial of Service SECUNIA secunia.com

Security Announcement SUSE www.novell.com
Security Announcement SUSE www.novell.com
LKML: James: Bad ext3/nfs DoS bug MISC lkml.org

199172 — CVE-2006-3468 Bogus FH in NFS request causes DoS in file system code MISC bugzilla.redhat.com
Linux Kernel NFS and EXT3 Combination Remote Denial of Service Vulnerability BID www.securityfocus.com
SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com

Mandriva update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com
Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com
ASA-2006-203 (RHSA-2006-0617) CONFIRM  support.avaya.com
Debian -- Security Information -- DSA-1184-2 kernel-source-2.6.8 DEBIAN www.debian.org
2006-0046 TRUSTIX www.trustix.org

usn/usn-346-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com
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http://www.mandriva.com/security/advisories?name=MDKSA-2006:151
http://www.mandriva.com/security/advisories?name=MDKSA-2006:150
http://secunia.com/advisories/22093
http://www.novell.com/linux/security/advisories/2006_64_kernel.html
http://www.novell.com/linux/security/advisories/2006_21_sr.html
http://secunia.com/advisories/21605
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9809
http://secunia.com/advisories/21369
http://www.novell.com/linux/security/advisories/2006_57_kernel.html
http://www.novell.com/linux/security/advisories/2006_22_sr.html
http://lkml.org/lkml/2006/7/17/41
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=199172
http://www.securityfocus.com/bid/19396
http://secunia.com/advisories/22148
http://secunia.com/advisories/21614
http://www.redhat.com/support/errata/RHSA-2006-0617.html
http://secunia.com/advisories/21934
http://support.avaya.com/elmodocs2/security/ASA-2006-203.htm
http://www.debian.org/security/2006/dsa-1184
http://www.trustix.org/errata/2006/0046/
http://www.ubuntu.com/usn/usn-346-1

SUSE update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SUSE Update for Multiple Packages - Advisories - Secunia

Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia

CVE Program record

NVD vulnerability detail

/

SECUNIA

SECUNIA

SECUNIA

CVE.ORG

NVD

secunia.com
secunia.com
secunia.com
WWW.Cve.org

nvd.nist.gov

canonice

canonice

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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