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Summary

CVE CVE-2006-3534

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-12 21:05:00 UTC

Updated 2011-03-08 02:38:00 UTC

Description Directory traversal vulnerability in Nullsoft SHOUTcast DSP before 1.9.6 filters directory traversal sequences before decoding, which allows remote attackers to read arbitrary files via encoded dot dot (%2E%2E) sequences in an HTTP GET request for a file path containing "/content".

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nullsoft Shoutcast Server 1.7.1 All linux All

Application Nullsoft Shoutcast Server 1.8.2 All All All

Application Nullsoft Shoutcast Server 1.8.3 All All All

Application Nullsoft Shoutcast Server 1.8.3 All win32 All

Application Nullsoft Shoutcast Server 1.8.9 All All All

Application Nullsoft Shoutcast Server 1.8.9 All freebsd All

Application Nullsoft Shoutcast Server 1.8.9 All linux All

Application Nullsoft Shoutcast Server 1.8.9 All mac_os_x All

Application Nullsoft Shoutcast Server 1.8.9 All solaris All

Application Nullsoft Shoutcast Server 1.8.9 All win32 All

Application Nullsoft Shoutcast Server 1.9.2 All All All

Application Nullsoft Shoutcast Server 1.9.2 All win32 All

Application Nullsoft Shoutcast Server 1.9.4 All linux All

Application Nullsoft Shoutcast Server 1.9.4 All mac_os_x All

Application Nullsoft Shoutcast Server 1.9.4 All win32 All

Application Nullsoft Shoutcast Server 1.9.5 All linux All

Application Nullsoft Shoutcast Server 1.9.5 All mac_os_x All

https://cve.report/
https://cve.report/CVE-2006-3534/mitre
https://cve.report/CVE-2006-3534/nist
https://cve.report/CVE-2006-3534/cve_org
https://cve.report/api/cve/CVE-2006-3534.json
https://cve.report/CVE-2006-3534.pdf
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/shoutcast_server


Application Nullsoft Shoutcast Server 1.9.5 All mac_os_x All

Application Nullsoft Shoutcast Server 1.9.5 All win32 All

Application Nullsoft Shoutcast Server 1.7.1 All linux All

Application Nullsoft Shoutcast Server 1.8.2 All All All

Application Nullsoft Shoutcast Server 1.8.3 All All All

Application Nullsoft Shoutcast Server 1.8.3 All win32 All

Application Nullsoft Shoutcast Server 1.8.9 All All All

Application Nullsoft Shoutcast Server 1.8.9 All freebsd All

Application Nullsoft Shoutcast Server 1.8.9 All linux All

Application Nullsoft Shoutcast Server 1.8.9 All mac_os_x All

Application Nullsoft Shoutcast Server 1.8.9 All solaris All

Application Nullsoft Shoutcast Server 1.8.9 All win32 All

Application Nullsoft Shoutcast Server 1.9.2 All All All

Application Nullsoft Shoutcast Server 1.9.2 All win32 All

Application Nullsoft Shoutcast Server 1.9.4 All linux All

Application Nullsoft Shoutcast Server 1.9.4 All mac_os_x All

Application Nullsoft Shoutcast Server 1.9.4 All win32 All

Application Nullsoft Shoutcast Server 1.9.5 All linux All

Application Nullsoft Shoutcast Server 1.9.5 All mac_os_x All

Application Nullsoft Shoutcast Server 1.9.5 All win32 All

Application Nullsoft Shoutcast Server All All All All

References

Reference Source Link

SHOUTcast File Disclosure and DJ Script Insertion Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- SHOUTcast server: Multiple vulnerabilities GENTOO security.gentoo.org

SHOUTcast | Free internet radio! CONFIRM www.shoutcast.com

Gentoo Bug 136721 - media-sound/shoutcast-server-bin Arbitrary file read MISC bugs.gentoo.org

Goober's advisories -- Shoutcast 1.9.5 arbitrary file read. MISC people.ksp.sk

SecurityTracker.com Archives - SHOUTcast Validation Logic Error Lets Remote Users View Files on the Target System SECTRACK securitytracker.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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