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Summary

CVE CVE-2006-3552

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-13 00:05:00 UTC

Updated 2011-03-08 02:38:00 UTC

Description Premium Anti-Spam in Ipswitch IMail Secure Server 2006 and Collaboration Suite 2006 Premium, when using a certain .dat file in the StarEngine /data directory from 20060630 or earlier, does not properly receive and implement bullet signature updates, which allows context-dependent attackers to use the server for spam transmission.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ipswitch Ipswitch Collaboration Suite 2006_premium All All All

Application Ipswitch Ipswitch Collaboration Suite 2006_premium All All All

Application Ipswitch Ipswitch Secure Server 2006_premium All All All

Application Ipswitch Ipswitch Secure Server 2006_premium All All All

References

Reference Source

SecurityTracker.com Archives - Ipswitch Collaboration Suite Bug in Premium Anti-Spam Feature May Not Properly Load Updates SECTRACK

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SecurityTracker.com Archives - Ipswitch IMail Secure Server Bug in Premium Anti-Spam Feature May Not Properly Load Updates SECTRACK

Ipswitch, Inc. - ICS Premium 2006 Security Advisory CONFIRM

Ipswitch, Inc. - IMail Secure Server 2006 Security Advisory CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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