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Summary

CVE CVE-2006-3561

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-13 01:05:00 UTC

Updated 2018-10-18 16:47:00 UTC

Description BT Voyager 2091 Wireless firmware 2.21.05.08m_A2pB018c1.d16d and earlier, and 3.01m and earlier, allow remote attackers to bypass the authentication process and gain sensitive information, such as configuration information via (1) /btvoyager_getconfig.sh, PPP credentials via (2) btvoyager_getpppcreds.sh, and decode configuration credentials via (3) btvoyager_decoder.c.

Risk And Classification

Problem Types: CWE-264 | CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Bt Voyager 2091 Wireless Adsl Router All All All All

Hardware Bt Voyager 2091 Wireless Adsl Router All All All All

References

Reference Source Link Tags

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Holes in Embedded Devices: Authentication bypass (pt 3) | GNUCITIZEN MISC www.gnucitizen.org

BT Voyager Multiple Remote Authentication Bypass Vulnerabilities BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

BT Voyager 2091 Wireless Exposure of Configuration Information - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

[Full-Disclosure] Mailing List Charter FULLDISC lists.grok.org.uk

Router Hacking Challenge | GNUCITIZEN MISC www.gnucitizen.org

ikwt.dyndns.org/projects/btvoyager-getconfig.txt MISC ikwt.dyndns.org Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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