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Summary

CVE CVE-2006-3587

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-13 21:05:00 UTC

Updated 2018-10-12 21:40:00 UTC

Description Unspecified vulnerability in Adobe (Macromedia) Flash Player 8.0.24.0 allows remote attackers to execute arbitrary commands via a malformed .swf file that results in "multiple improper memory access" errors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player 8.0.24.0 All All All

Application Adobe Flash Player 8.0.24.0 All All All

References

Reference Source

rhn.redhat.com | Red Hat Support REDHAT

SecurityTracker.com Archives - Macromedia Flash Memory Access Errors Let Remote Users Execute Arbitrary Code SECTRACK

Gentoo update for netscape-flash - Advisories - Secunia SECUNIA

US-CERT Vulnerability Note VU#474593 CERT-VN

SUSE update for flash-player - Advisories - Secunia SECUNIA

SecurityTracker.com Archives - Adobe Flash Player Input Validation Bugs Let Remote Users Execute Arbitrary Code SECTRACK

US-CERT Technical Cyber Security Alert TA06-318A -- Microsoft Security Updates for Windows, Internet Explorer, and Adobe Flash CERT

Red Hat update for flash-plugin - Advisories - Secunia SECUNIA

Webmail - OVH VUPEN

Adobe - Security Advisories : Multiple Vulnerabilities in Adobe Flash Player 8.0.24.0 and Earlier Versions CONFIRM

Repository / Oval Repository OVAL

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia SECUNIA
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Webmail - OVH VUPEN

Adobe Flash Player Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Security Announcement SUSE

Adobe Flash Player Multiple Remote Code Execution Vulnerabilities BID

Microsoft Windows Flash Player Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Macromedia Flash Malformed SWF File Multiple Vulnerabilities BID

Microsoft Security Bulletin MS06-069 - Critical | Microsoft Docs MS

Repository / Oval Repository OVAL

IBM X-Force Exchange XF

Gentoo Linux Documentation -- Adobe Flash Player: Arbitrary code execution GENTOO

FortiGuard Center - FortiGuard Advisory - Vulnerability in Macromedia Flash Player Could Allow Remote Code Execution MISC

Webmail - OVH VUPEN

Flash Player Unspecified Vulnerability and "addRequestHeader()" Bypass - Advisories - Secunia SECUNIA

Webmail - OVH VUPEN

APPLE-SA-2006-09-29 Mac OS X v10.4.8 and Security Update 2006-006 APPLE

Webmail - OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-08-16 Mark J Cox Adobe gave a statement that these issues do not affect the Linux versions of Macromedia Flash Player.

Legacy QID Mappings
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