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Summary

CVE CVE-2006-3619

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-25 19:17:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Directory traversal vulnerability in FastJar 0.93, as used in Gnu GCC 4.1.1 and earlier, and 3.4.6 and earlier, allows user-assisted attackers to overwrite arbitrary files via a .jar file containing filenames with "../" sequences.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fastjar Fastjar 0.93 All All All

Application Fastjar Fastjar 0.93 All All All

References

Reference Source Link

21337 OSVDB www.osvdb.org

Support / Security / Advisories / / MDVSA-2008:066 | Mandriva MANDRIVA www.mandriva.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Repository / Oval Repository OVAL oval.cisecurity.org

20070602-01-P SGI patches.sgi.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA secunia.com

[Full-Disclosure] Mailing List Charter FULLDISC lists.grok.org.uk

Webmail - OVH VUPEN www.vupen.com

Red Hat update for gcc - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Bug#368397: fastjar: CVE-2005-3990: directory traversal vulnerability CONFIRM lists.debian.org

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

https://cve.report/
https://cve.report/CVE-2006-3619/mitre
https://cve.report/CVE-2006-3619/nist
https://cve.report/CVE-2006-3619/cve_org
https://cve.report/api/cve/CVE-2006-3619.json
https://cve.report/CVE-2006-3619.pdf
http://cve.report/vendor/fastjar
http://cve.report/software/fastjar/fastjar
http://cve.report/vendor/fastjar
http://cve.report/software/fastjar/fastjar
http://www.osvdb.org/21337
http://www.mandriva.com/security/advisories?name=MDVSA-2008:066
https://exchange.xforce.ibmcloud.com/vulnerabilities/27806
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9617
ftp://patches.sgi.com/support/free/security/advisories/20070602-01-P.asc
http://www.vupen.com/english/advisories/2007/3229
http://secunia.com/advisories/25894
http://lists.grok.org.uk/pipermail/full-disclosure/2007-September/065902.html
http://www.vupen.com/english/advisories/2005/2686
http://secunia.com/advisories/25633
http://lists.debian.org/debian-gcc/2006/05/msg00317.html
http://rhn.redhat.com/errata/RHSA-2007-0473.html


Gnu GCC fastjar Directory Traversal Vulnerability - Advisories - Secunia SECUNIA secunia.com

Mandriva update for gcc - Advisories - Secunia SECUNIA secunia.com

VMware ESX Server Multiple Security Updates - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- VMware Workstation and Player: Multiple vulnerabilities GENTOO security.gentoo.org

FastJar File Extraction Directory Traversal Vulnerability - Advisories - Secunia SECUNIA secunia.com

Gentoo update for vmware - Advisories - Secunia SECUNIA secunia.com

Red Hat Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

28359 – fastjar directory traversal problem CONFIRM gcc.gnu.org

GCC FastJar Directory Traversal Lets Users Cause Files to Be Overwritten - SecurityTracker SECTRACK www.securitytracker.com

Webmail - OVH VUPEN www.vupen.com

Debian update for gcc-3.4 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Ayava Products Gnu GCC fastjar Directory Traversal - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1170-1 gcc-3.4 DEBIAN www.debian.org

Fastjar Archive Extraction Directory Traversal Vulnerability BID www.securityfocus.com

ASA-2007-189 (RHSA-2007-0220) CONFIRM support.avaya.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-09-19 Mark J Cox Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=198912 The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw. More information regarding issue severity can be found here: http://www.redhat.com/security/updates/classification/

There are currently no legacy QID mappings associated with this CVE.
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