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Summary

CVE CVE-2006-3694

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-21 14:03:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Multiple unspecified vulnerabilities in Ruby before 1.8.5 allow remote attackers to bypass "safe level" checks via unspecified vectors involving (1) the alias function and (2) "directory operations".

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yukihiro Matsumoto Ruby 1.8.2 All All All

Application Yukihiro Matsumoto Ruby 1.8.3 All All All

Application Yukihiro Matsumoto Ruby 1.8.4 All All All

Application Yukihiro Matsumoto Ruby 1.8.2 All All All

Application Yukihiro Matsumoto Ruby 1.8.3 All All All

Application Yukihiro Matsumoto Ruby 1.8.4 All All All

References

Reference Source Link

Secunia - Advisories - Mandriva update for ruby SECUNIA secunia.com

Ruby vulnerability? MLIST lists.freebsd.org

Secunia - Advisories - Debian update for ruby1.6 SECUNIA secunia.com

Security Announcement SUSE www.novell.com

JVN#83768862: Ruby において、alias 機能の問題でセーフレベル 4 がサンドボックスとして機能しない脆弱性 JVN jvn.jp

Ruby vulnerability? MLIST lists.freebsd.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Debian -- Security Information -- DSA-1139-1 ruby1.6 DEBIAN www.debian.org
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27145 OSVDB www.osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Ruby Safe Level Security Bypass Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

JVN#13947696: Ruby において、特定メソッドの問題でセーフレベル 4 がサンドボックスとして機能しない脆弱性 JVN jvn.jp

Repository / Oval Repository OVAL oval.cisecurity.org

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA secunia.com

20060801-01-P SGI patches.sgi.com

Debian update for ruby1.8 - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1157-1 ruby1.8 DEBIAN www.debian.org

Secunia - Advisories - Ubuntu update for ruby SECUNIA secunia.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

Red Hat update for ruby - Advisories - Secunia SECUNIA secunia.com

27144 OSVDB www.osvdb.org

usn/usn-325-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Yukihiro Matsumoto Ruby Multiple SAFE Level Restriction Bypass Vulnerabilities BID www.securityfocus.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

JVN:JVN#13947696 MITRE jvn.jp

JVN:JVN#83768862 MITRE jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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