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Summary

CVE CVE-2006-3697

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-21 14:03:00 UTC

Updated 2018-10-18 16:48:00 UTC

Description Agnitum Outpost Firewall Pro 3.51.759.6511 (462), as used in (1) Lavasoft Personal Firewall 1.0.543.5722 (433) and (2) Novell BorderManager Novell Client Firewall 2.0, does not properly restrict user activities in application windows that run in a LocalSystem context, which allows local users to gain privileges and execute commands (a) via the "open folder" option when no instance of explorer.exe is running, possibly related to the ShellExecute API function; or (b) by overwriting a batch file through the "Save Configuration As" option. NOTE: this might be a vulnerability in Microsoft Windows and explorer.exe instead of the firewall.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Agnitum Outpost Firewall 3.51.759.6511 All All All

Application Agnitum Outpost Firewall 3.51.759.6511 All All All

Application Lavasoft Lavasoft Personal Firewall 1.0.543.5722.433 All All All

Application Lavasoft Lavasoft Personal Firewall 1.0.543.5722.433 All All All

Application Novell Client Firewall 2.0 All All All

Application Novell Client Firewall 2.0 All All All

References

Reference Source Link Tags

Outpost Firewall Pro Privilege Escalation Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

Lavasoft Personal Firewall Local Privilege Escalation Vulnerability BID www.securityfocus.com

Security Advisory MISC www.ben.goulding.com.au

Outpost Firewall PRO Local Privilege Escalation Vulnerability BID www.securityfocus.com

Lavasoft Personal Firewall Privilege Escalation Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

secure-support.novell.com/KanisaPlatform/Publishing/903/3762108_f.SAL_Public.html CONFIRM secure-support.novell.com
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

27349 OSVDB www.osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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