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Summary

CVE CVE-2006-3733

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-21 14:03:00 UTC

Updated 2018-10-17 21:29:00 UTC

Description jmx-console/HtmlAdaptor in the jmx-console in the JBoss web application server, as shipped with Cisco Security Monitoring, Analysis and Response System (CS-MARS) before 4.2.1, allows remote attackers to gain privileges as the CS-MARS administrator and execute arbitrary Java code via an invokeOp action in the BSHDeployer jboss.scripts service name.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Security Monitoring Analysis And Response System 4.2.0 All All All

Hardware Cisco Security Monitoring Analysis And Response System 4.2.0 All All All

References

Reference

CS-MARS Multiple Vulnerabilities - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Cisco Security Monitoring Analysis and Response System JBoss Command Execution Vulnerability

Retired: Cisco Security Monitoring Analysis and Response System Multiple Vulnerabilities

27419

Neohapsis Archives - Full Disclosure List - #0424 - [Full-disclosure] Cisco MARS < 4.2.1 remote compromise

Cisco - Networking, Cloud, and Cybersecurity Solutions

IBM X-Force Exchange

SecurityTracker.com Archives - Cisco Security Monitoring, Analysis and Response System Bugs Let Remote Users Execute Arbitrary Shell Commands and Administrators Gain Root Privileges

SecurityFocus

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2006-3733/mitre
https://cve.report/CVE-2006-3733/nist
https://cve.report/CVE-2006-3733/cve_org
https://cve.report/CVE-2006-3733.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/security_monitoring_analysis_and_response_system
http://cve.report/vendor/cisco
http://cve.report/software/cisco/security_monitoring_analysis_and_response_system
http://secunia.com/advisories/21118
http://www.vupen.com/english/advisories/2006/2887
http://www.securityfocus.com/bid/19075
http://www.securityfocus.com/bid/19071
http://www.osvdb.org/27419
http://archives.neohapsis.com/archives/fulldisclosure/2006-07/0424.html
http://www.cisco.com/warp/public/707/cisco-sa-20060719-mars.shtml
https://exchange.xforce.ibmcloud.com/vulnerabilities/27811
http://securitytracker.com/id?1016537
http://www.securityfocus.com/archive/1/440641/100/100/threaded
https://www.cve.org/CVERecord?id=CVE-2006-3733
https://nvd.nist.gov/vuln/detail/CVE-2006-3733


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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