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Summary

CVE CVE-2006-3746

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-28 21:04:00 UTC

Updated 2023-11-07 01:59:00 UTC

Description Integer overflow in parse_comment in GnuPG (gpg) 1.4.4 allows remote attackers to cause a denial of service (segmentation fault) via a crafted message.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnupg Gnupg 1.4.4 All All All

Application Gnupg Gnupg 1.4.4 All All All

References

Reference Source Link

Security Announcement SUSE www.novell.com

27664 OSVDB www.osvdb.org

Gentoo Linux Documentation -- GnuPG: Integer overflow vulnerability GENTOO security.gentoo.org

[#RPL-560] GPG Remote Buffer Overflow Vulnerability. - rPath JIRA MISC issues.rpath.com

Red Hat update for gnupg - Advisories - Secunia SECUNIA secunia.com

Secunia - Advisories - Trustix updates for multiple packages SECUNIA secunia.com

ASA-2006-164 (RHSA-2006-0615) CONFIRM support.avaya.com

Avaya Products Integer Overflow and Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

bugs.debian.org/cgi-bin/bugreport.cgi/gnupg.CVE-2006-3746.diff MISC bugs.debian.org

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com
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http://www.securityfocus.com/archive/1/442621/100/100/threaded
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200502 – (CVE-2006-3746) CVE-2006-3746 GnuPG Parse_Comment Remote Buffer Overflow MISC bugzilla.redhat.com

SecurityTracker.com Archives - GnuPG Integer Overflow Lets Local Users Deny Service SECTRACK securitytracker.com

Debian -- Security Information -- DSA-1141-1 gnupg2 DEBIAN www.debian.org

Debian update for gnupg - Advisories - Secunia SECUNIA secunia.com

Re: [Dailydave] GnuPG 1.4.4 fun | GnuPG | devel MLIST www.gossamer-threads.com

Secunia - Advisories - Debian update for gnupg2 SECUNIA secunia.com

#381204 - GnuPG security hole in memory allocation - Debian Bug report logs bugs.debian.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

usn/usn-332-1 - Ubuntu: Linux for human beings UBUNTU www.ubuntu.com

Secunia - Advisories - Gentoo update for gnupg SECUNIA secunia.com

GnuPG "parse_comment" Denial of Service Vulnerability - Advisories - Secunia SECUNIA secunia.com

GnuPG Parse_Comment Remote Buffer Overflow Vulnerability BID www.securityfocus.com

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA secunia.com

Trustix alert TSLSA-2006-0044 (apache, gnupg, libtiff) [LWN.net] TRUSTIX lwn.net

Secunia - Advisories - Slackware update for gnupg SECUNIA secunia.com

[Dailydave] GnuPG 1.4.4 fun MLIST lists.immunitysec.com

20060801-01-P SGI patches.sgi.com

Mandriva update for gnupg - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

SecurityFocus BUGTRAQ www.securityfocus.com

Secunia - Advisories - Ubuntu update for gnupg SECUNIA secunia.com

Debian -- Security Information -- DSA-1140-1 gnupg DEBIAN www.debian.org

rPath update for gnupg - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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