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Summary

CVE CVE-2006-3771

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-24 12:19:00 UTC

Updated 2018-10-17 21:30:00 UTC

Description Multiple PHP remote file inclusion vulnerabilities in component.php in iManage CMS 4.0.12 and earlier allow remote attackers to execute arbitrary PHP code via a URL in the absolute_path parameter to (1) articles.php, (2) contact.php, (3) displaypage.php, (4) faq.php, (5) mainbody.php, (6) news.php, (7) registration.php, (8) whosOnline.php, (9) components/com_calendar.php, (10) components/com_forum.php, (11) components/minibb/index.php, (12) components/minibb/bb_admin.php, (13) components/minibb/bb_plugins.php, (14) modules/mod_calendar.php, (15) modules/mod_browser_prefs.php, (16) modules/mod_counter.php, (17) modules/mod_online.php, (18) modules/mod_stats.php, (19) modules/mod_weather.php, (20) themes/bizz.php, (21) themes/default.php, (22) themes/simple.php, (23) themes/original.php, (24) themes/portal.php, (25) themes/purple.php, and other unspecified files.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Imaginex-resource Imanage Cms All All All All

References

Reference Source Link

28653 OSVDB www.osvdb.org

28661 OSVDB www.osvdb.org

28654 OSVDB www.osvdb.org

CXSecurity - IDS SREASON securityreason.com

28647 OSVDB www.osvdb.org

28666 OSVDB www.osvdb.org

28668 OSVDB www.osvdb.org

IManage Absolute_Path Multiple File Include Vulnerabilities BID www.securityfocus.com

28649 OSVDB www.osvdb.org

28658 OSVDB www.osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

28670 OSVDB www.osvdb.org

28651 OSVDB www.osvdb.org
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28663 OSVDB www.osvdb.org

28656 OSVDB www.osvdb.org

28664 OSVDB www.osvdb.org

28669 OSVDB www.osvdb.org

28648 OSVDB www.osvdb.org

iManage CMS <= 4.0.12 (absolute_path) Remote File Inclusion EXPLOIT-DB www.exploit-db.com

28655 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

28667 OSVDB www.osvdb.org

28652 OSVDB www.osvdb.org

28660 OSVDB www.osvdb.org

28657 OSVDB www.osvdb.org

28665 OSVDB www.osvdb.org

ECHO MISC advisories.echo.or.id

28671 OSVDB www.osvdb.org

28650 OSVDB www.osvdb.org

SecurityTracker.com Archives - iManage CMS Include File Bug Lets Remote Users Execute Arbitrary Code SECTRACK securitytracker.com

28662 OSVDB www.osvdb.org

28659 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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