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CVE CVE-2006-3792
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-24 12:19:00 UTC
Updated 2018-10-17 21:30:00 UTC
Description SQL injection vulnerability in ServerClientUfo::recv_packet in server_protocol.cpp in UFO2000 svn 1057 allows remote atta
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ufo2000 Ufo2000 All All All All
Reference

CXSecurity - IDS

Webmail - OVH

Gentoo Multiple Vulnerabilities in ufo2000 - Advisories - Secunia
UFO02000 SQL Injection Vulnerability

Gentoo Linux Documentation -- UFO2000: Multiple vulnerabilities
SecurityFocus

IBM X-Force Exchange

UFO2000 Multiple Vulnerabilities - Advisories - Secunia
aluigi.altervista.org/adv/ufo2ko-adv.txt

404 Not Found

Security Tracker.com Archives - UFO2000 Flaws Let Remote Users Inject SQL Commands on the Server and Execute Arbitrary Code on the 1
CVE Program record

NVD vulnerability detail



https://cve.report/
https://cve.report/CVE-2006-3792/mitre
https://cve.report/CVE-2006-3792/nist
https://cve.report/CVE-2006-3792/cve_org
https://cve.report/api/cve/CVE-2006-3792.json
https://cve.report/CVE-2006-3792.pdf
http://cve.report/vendor/ufo2000
http://cve.report/software/ufo2000/ufo2000
http://securityreason.com/securityalert/1259
http://www.vupen.com/english/advisories/2006/2837
http://secunia.com/advisories/24297
http://www.securityfocus.com/bid/19028
http://www.gentoo.org/security/en/glsa/glsa-200702-10.xml
http://www.securityfocus.com/archive/1/440293/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/27816
http://secunia.com/advisories/21091
http://aluigi.altervista.org/adv/ufo2ko-adv.txt
http://svn.sourceforge.net/viewcvs.cgi/ufo2000/trunk/src/server_protocol.cpp?view=log
http://securitytracker.com/id?1016503
https://www.cve.org/CVERecord?id=CVE-2006-3792
https://nvd.nist.gov/vuln/detail/CVE-2006-3792
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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