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Summary

CVE CVE-2006-3835

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-25 13:22:00 UTC

Updated 2023-11-07 01:59:00 UTC

Description Apache Tomcat 5 before 5.5.17 allows remote attackers to list directories via a semicolon (;) preceding a filename with a mapped extension, as demonstrated by URLs ending with /;index.jsp and /;help.do.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 5.0.28 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.7 All All All

Application Apache Tomcat 5.5.9 All All All

Application Apache Tomcat 5.0.28 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.7 All All All

Application Apache Tomcat 5.5.9 All All All
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Red Hat 2006-08-24 Mark J Cox This issue is not a security issue in Tomcat itself, but is caused when directory listings are enabled. Details on how to disable directory listings are available at: http://tomcat.apache.org/faq/misc.html#listing
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There are currently no legacy QID mappings associated with this CVE.
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