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Summary

CVE CVE-2006-3838

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-27 01:04:00 UTC

Updated 2018-10-17 21:31:00 UTC

Description Multiple stack-based buffer overflows in eIQnetworks Enterprise Security Analyzer (ESA) before 2.5.0, as used in products including (a) Sidewinder, (b) iPolicy Security Manager, (c) Astaro Report Manager, (d) Fortinet FortiReporter, (e) Top Layer Network Security Analyzer, and possibly other products, allow remote attackers to execute arbitrary code via long (1) DELTAINTERVAL, (2) LOGFOLDER, (3) DELETELOGS, (4) FWASERVER, (5) SYSLOGPUBLICIP, (6) GETFWAIMPORTLOG, (7) GETFWADELTA, (8) DELETERDEPDEVICE, (9) COMPRESSRAWLOGFILE, (10) GETSYSLOGFIREWALLS, (11) ADDPOLICY, and (12) EDITPOLICY commands to the Syslog daemon (syslogserver.exe); (13) GUIADDDEVICE, (14) ADDDEVICE, and (15) DELETEDEVICE commands to the Topology server (Topology.exe); the (15) LICMGR_ADDLICENSE command to the License Manager (EnterpriseSecurityAnalyzer.exe); the (16) TRACE and (17) QUERYMONITOR commands to the Monitoring agent (Monitoring.exe); and possibly other vectors related to the Syslog daemon (syslogserver.exe).

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eiqnetworks Enterprise Security Analyzer All All All All

References

Reference Source

iPolicy Security Manager Multiple Vulnerabilities - Advisories - Secunia SECUNIA

27525 OSVDB

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

IBM X-Force Exchange XF

eIQnetworks Enterprise Security Analyzer Topology Server Remote Buffer Overflow Vulnerability BID

SecurityFocus BUGTRAQ

ZDI-06-024 MISC

ZDI-06-023 MISC

SecurityFocus BUGTRAQ

SecurityFocus BUGTRAQ

Fortinet FortiReporter Syslog Daemon Buffer Overflow - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
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27527 OSVDB

eIQnetworks Enterprise Security Analyzer Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Intrusion Prevention IPS | TippingPoint, a division of 3Com | Published Advisories MISC

Astaro Report Manager Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Intrusion Prevention IPS | TippingPoint, a division of 3Com | Published Advisories MISC

RUS-CERT - Home BUGTRAQ

SecurityTracker.com Archives - eIQnetworks Enterprise Security Analyzer Buffer Overflows Let Remote Users Execute Arbitrary Code SECTRACK

SecurityFocus BUGTRAQ

Cyber Security 2021 CONFIRM

IBM X-Force Exchange XF

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

27526 OSVDB

US-CERT Vulnerability Note VU#513068 CERT-VN

eIQnetworks Enterprise Security Analyzer License Manager Remote Buffer Overflow Vulnerability BID

IBM X-Force Exchange XF

Intrusion Prevention IPS | TippingPoint, a division of 3Com | Published Advisories MISC

Top Layer Network Security Analyzer Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

eIQNetworks Enterprise Security Analyzer Multiple Syslog Daemon Buffer Overflow Vulnerabilities BID

27528 OSVDB

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

eIQNetworks Enterprise Security Analyzer SyslogServer.EXE Buffer Overflow Vulnerability BID

Sidewinder G2 Security Reporter Multiple Vulnerabilities - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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