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Stack-based buffer overflow in Izh.fmt in WinRAR 3.00 through 3.60 beta 6 allows remote attackers to execute arbitrary coc
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Rarlab Winrar 3.0.0 All All All
Rarlab Winrar 3.10 All All All
Rarlab Winrar 3.10_beta3 All All All
Rarlab Winrar 3.10_betabs All All All
Rarlab Winrar 3.1 All All All
Rarlab Winrar 3.20 All All All
Rarlab Winrar 3.30 All All All
Rarlab Winrar 3.40 All All All
Rarlab Winrar 3.41 All All All
Rarlab Winrar 3.42 All All All
Rarlab Winrar 3.50 All All All
Rarlab Winrar 3.51 All All All
Rarlab Winrar 3.60_betat All All All
Rarlab Winrar 3.60_beta2 All All All
Rarlab Winrar 3.60 beta3 All All All
Rarlab Winrar 3.60_betad All All All
Rarlab Winrar 3.60 betab All All All
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Application Rarlab Winrar 3.60_beta6 All All All

Application Rarlab Winrar 3.0.0 All All All

Application Rarlab Winrar 3.10 All All All

Application Rarlab Winrar 3.10_beta3 All All All

Application Rarlab Winrar 3.10_betab All All All

Application Rarlab Winrar 3.1 All All All

Application Rarlab Winrar 3.20 All All All

Application Rarlab Winrar 3.30 All All All

Application Rarlab Winrar 3.40 All All All

Application Rarlab Winrar 3.41 All All All

Application Rarlab Winrar 3.42 All All All

Application Rarlab Winrar 3.50 All All All

Application Rarlab Winrar 3.51 All All All

Application Rarlab Winrar 3.60_betat All All All

Application Rarlab Winrar 3.60_beta2 All All All

Application Rarlab Winrar 3.60_beta3 All All All

Application Rarlab Winrar 3.60_beta4 All All All

Application Rarlab Winrar 3.60_betab All All All

Application Rarlab Winrar 3.60_beta6 All All All

Reference Source Link Tags

RARLAB WinRAR LHA Filename Handling Buffer Overflow Vulnerability =~ BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
hustlelabs.com/advisories/04072006_rarlabs.pdf MISC hustlelabs.com Exploit, Vendor Ad\
Secunia - Advisories - WinRAR LHA Archive Processing Buffer Overflow SECUNIA  secunia.com Patch, Vendor Advi
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

WinRAR archiver, a powerful tool to process RAR and ZIP files CONFIRM  www.rarlabs.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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