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CVE CVE-2006-3912

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-28 00:04:00 UTC

Updated 2017-10-19 01:29:00 UTC

Description Stack-based buffer overflow in the SFX module in WinRAR before 3.60 beta 8 has unspecified vectors and impact.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Rarlab Winrar 3.60_beta8 All
Application Rarlab Winrar 3.60_beta8 All

Edition Language
All All
All All

References
Reference Source
WInRAR <= 3.60 beta 6 (SFX Path) Local Stack Overflow Exploit EXPLOIT-DB
WinRAR <= 3.60 beta 6 (SFX Path) Local Stack Overflow Exploit (french) EXPLOIT-DB
WinRAR <= 3.60 beta 6 (SFX Path) Stack Overflow Exploit PoC EXPLOIT-DB
27031 OSVDB
WInRAR archiver, a powerful tool to process RAR and ZIP files CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link Tags
www.exploit-db.com
www.exploit-db.com
www.exploit-db.com
www.osvdb.org

www.rarlabs.com

WWWw.cve.org canonical

nvd.nist.gov canonical, analysis


https://cve.report/
https://cve.report/CVE-2006-3912/mitre
https://cve.report/CVE-2006-3912/nist
https://cve.report/CVE-2006-3912/cve_org
https://cve.report/CVE-2006-3912.pdf
http://cve.report/vendor/rarlab
http://cve.report/software/rarlab/winrar
http://cve.report/vendor/rarlab
http://cve.report/software/rarlab/winrar
https://www.exploit-db.com/exploits/1985
https://www.exploit-db.com/exploits/1992
https://www.exploit-db.com/exploits/1984
http://www.osvdb.org/27031
http://www.rarlabs.com/rarnew.htm
https://www.cve.org/CVERecord?id=CVE-2006-3912
https://nvd.nist.gov/vuln/detail/CVE-2006-3912
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