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Summary

CVE CVE-2006-3918

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-28 00:04:00 UTC

Updated 2023-11-07 01:59:00 UTC

Description http_protocol.c in (1) IBM HTTP Server 6.0 before 6.0.2.13 and 6.1 before 6.1.0.1, and (2) Apache HTTP Server 1.3 before 1.3.35, 2.0 before 2.0.58, and 2.2 before 2.2.2, does not sanitize the Expect header from an HTTP request when it is reflected back in an error message, which might allow cross-site scripting (XSS) style attacks using web client components that can send arbitrary headers in requests, as demonstrated using a Flash SWF file.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All win32 All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.12 All win32 All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.57 All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All
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Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All win32 All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.12 All win32 All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.57 All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.1 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Debian Debian Linux 3.1 All All All

Application Ibm Http Server 6.0 All All All

Application Ibm Http Server 6.1 All All All

Application Ibm Http Server 6.0 All All All

Application Ibm Http Server 6.1 All All All

Operating System Redhat Enterprise Linux Server 2.0 All All All

Operating System Redhat Enterprise Linux Workstation 2.0 All All All
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OpenBSD update for httpd - Advisories - Secunia SECUNIA
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[security-announce] SUSE Security Announcement: Apache,Apache2 security SUSE

PK24631: HTTP EXPECT HEADER VALUE CAN BE ECHOED TO BROWSER UNESCAPED AIXAPAR

SUSE update for apache2 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
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Webmail - OVH VUPEN
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Ubuntu update for apache2 - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Debian -- Security Information -- DSA-1167-1 apache DEBIAN

Pony Mail! MLIST

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox Fixed in Apache HTTP Server 1.3.35: http://httpd.apache.org/security/vulnerabilities_13.html

There are currently no legacy QID mappings associated with this CVE.
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