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Summary

CVE CVE-2006-3941

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-31 23:04:00 UTC

Updated 2017-07-20 01:32:00 UTC

Description Unspecified vulnerability in the daemons for Sun N1 Grid Engine 5.3 and N1 Grid Engine 6.0 allows local users to cause a denial of service (grid service shutdown) and possibly execute arbitrary code using buffer overflows via unknown vectors that cause (1) qmaster or (2) execd to terminate.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun N1 Grid Engine 5.3 All All All

Application Sun N1 Grid Engine 6.0 All All All

Application Sun N1 Grid Engine 5.3 All All All

Application Sun N1 Grid Engine 6.0 All All All

References

Reference

Sun Grid Engine Unspecified Buffer Overflow Vulnerability - Advisories - Secunia

#102322: Security Vulnerability With Sun N1 Grid Engine Daemons

27639

Sun Solaris N1 Grid Engine Multiple Local Vulnerabilities

Webmail- OVH

SecurityTracker.com Archives - Sun N1 Grid Engine Buffer Overflows Let Local Users Shutdown the Grid Service or Gain Elevated Privileges

ASA-2006-204 (SUN 102206, 102322, 102521)

IBM X-Force Exchange

Avaya CMS / IR Sun Solaris ACK Storm Denial of Service - Advisories - Secunia
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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