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CVE CVE-2006-3942
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-07-31 23:04:00 UTC
Updated 2018-10-17 21:32:00 UTC
Description The server driver (srv.sys) in Microsoft Windows NT 4.0, 2000, XP, and Server 2003 allows remote attackers to cause a de
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 2000 All sp4 All fr
Operating System Microsoft Windows 2000 All sp4 All fr
Operating System Microsoft Windows 2003 Server 64-bit All All All
Operating System Microsoft Windows 2003 Server itanium All All All
Operating System Microsoft Windows 2003 Server r2 All All All
Operating System Microsoft Windows 2003 Server spi All All All
Operating System Microsoft Windows 2003 Server spl All itanium All
Operating System Microsoft Windows 2003 Server 64-bit All All All
Operating System Microsoft Windows 2003 Server itanium All All All
Operating System Microsoft Windows 2003 Server r2 All All All
Operating System Microsoft Windows 2003 Server sp1 All All All
Operating System Microsoft Windows 2003 Server spl All itanium All
Operating System Microsoft Windows Xp All All 64-bit All
Operating System Microsoft Windows Xp All spl tablet_pc All
Operating System Microsoft Windows Xp All sp2 tablet_pc All
Operating System Microsoft Windows Xp All All 64-bit All
Operating System Microsoft Windows Xp All sp1 tablet pc All
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Operating System Microsoft Windows Xp All sp2 tablet_pc All

References

Reference Source
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Microsoft Security Bulletin MS06-063 - Important | Microsoft Docs MS
Repository / Oval Repository OVAL
SecurityFocus BUGTR
Microsoft Windows Server Service DoS and Privilege Escalation - Advisories - Secunia SECUN
Internet Security Systems - ISS
SecurityTracker.com Archives - Windows Server Service Null Pointer Comparison Lets Remote Users Deny Service SECTR
27644 OSVDB
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Page not found | Core Security MISC
Welcome to the Microsoft Security Response Center Blog! : Information About Public Postings Related to MS06-035 MISC
SecurityFocus HP
Microsoft Windows SMB PIPE Remote Denial of Service Vulnerability BID
SecurityTracker.com Archives - Windows Server Service SMB Rename Null Pointer Dereference Lets Remote Users Deny Service SECTR
CVE Program record CVE.OF
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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