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CVE-2006-3977

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNIACMAUNCCICAC Certain versions of Etrust Antivirus Webscan from Broadcom contain
’ the following vulnerability:

Unspecified vulnerability in CA eTrust Antivirus WebScan before
1.1.0.1048 has unknown impact and remote attackers related to
"improper processing of outdated WebScan components.”

CVE-2006-3977 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH
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CVE References

Description Tags Link

Webmail - OVH [ www.vupen.com | (2) VUPEN ADV-2006-3166

CA eTrust Antivirus WebScan multiple vulnerabilities () CONFIRM
www3.ca.com/securityadvisor/vulninfo/vuln.aspx?
id=34509

CA eTrust Antivirus WebScan ActiveX Control Multiple [ Patch | Y SECUNIA 21320

Vulnerabilities - Advisories - Secunia

SecurityFocus (7) BUGTRAQ 20060804 CAID 34509 - CA
eTrust Antivirus WebScan vulnerabilities

SecuritvTracker.com Archives - CA eTrust Antivirus (™ SECTRACK 1016637



https://cve.report/
https://cve.report/CVE-2006-3977/mitre
https://cve.report/CVE-2006-3977/nist
https://cve.report/CVE-2006-3977/cve_org
https://cve.report/CVE-2006-3977.pdf
http://cve.report/software/broadcom/etrust_antivirus_webscan
http://cve.report/vendor/broadcom
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2006/3166
https://web.archive.org/web/2006/http://www3.ca.com/securityadvisor/vulninfo/vuln.aspx?id=34509
https://web.archive.org/web/2006/http://secunia.com/advisories/21320
http://www.securityfocus.com/archive/1/442244/100/0/threaded
http://securitytracker.com/id?1016637
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WebScan Buffer Overflow Lets Remote Users Execute
Arbitrary Code

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Broadcom Etrust Antivirus Webscan 1.1.0.1045 All All All
Application Broadcom Etrust Antivirus Webscan 1.1.0.1047 All All All
Application Ca Etrust Antivirus Webscan 1.1.0.1045 All All All
Application Ca Etrust Antivirus Webscan 1.1.0.1047 All All All
Application Ca Etrust Antivirus Webscan 1.1.0.1045 All All All
Application Ca Etrust Antivirus Webscan 1.1.0.1047 All All All

No vendor comments have been submitted for this CVE
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