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Summary

CVE CVE-2006-3995

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-08-05 00:04:00 UTC

Updated 2017-10-19 01:29:00 UTC

Description Multiple PHP remote file inclusion vulnerabilities in (1) uhp_config.php, and possibly (2) footer.php, (3) functions.php, (4) install.uhp.php, (5) toolbar.uhp.html.php, (6) uhp.class.php, and (7) uninstall.uhp.php, in the UHP (User Home Pages) 0.5 component (aka com_uhp) for Mambo or Joomla! allow remote attackers to execute arbitrary PHP code via a URL in the mosConfig_absolute_path parameter.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application User Home Pages User Home Pages 0.5 All All All

Application User Home Pages User Home Pages 0.5 All All All

References

Reference Source Link Tags

Joomla UHP Component File Inclusion Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

28113 OSVDB www.osvdb.org

404 Page Not Found | Exploit Database EXPLOIT-DB www.exploit-db.com

27651 OSVDB www.osvdb.org Exploit, Patch

Sayfa bulunamadı MISC kurdishsecurity.blogspot.com

28111 OSVDB www.osvdb.org

Mambo User Home Pages Component <= 0.5 Remote Include Vulnerability EXPLOIT-DB www.exploit-db.com

[VIM] Mambo Module uhp 0.3 (uhp_config.php) Remote File Inclusion Exploit VIM attrition.org

User Home Pages UHP_CONFIG.PHP Remote File Include Vulnerability BID www.securityfocus.com Exploit

28112 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Error: 404 Component not found. MISC www.ravenswoodit.co.uk Patch

https://cve.report/
https://cve.report/CVE-2006-3995/mitre
https://cve.report/CVE-2006-3995/nist
https://cve.report/CVE-2006-3995/cve_org
https://cve.report/api/cve/CVE-2006-3995.json
https://cve.report/CVE-2006-3995.pdf
http://cve.report/vendor/user_home_pages
http://cve.report/software/user_home_pages/user_home_pages
http://cve.report/vendor/user_home_pages
http://cve.report/software/user_home_pages/user_home_pages
http://secunia.com/advisories/21305
http://www.osvdb.org/28113
https://www.exploit-db.com/exploits/3553
http://www.osvdb.org/27651
http://kurdishsecurity.blogspot.com/2006/07/kurdish-security-15-user-home-pges.html
http://www.osvdb.org/28111
https://www.exploit-db.com/exploits/2089
http://attrition.org/pipermail/vim/2007-March/001457.html
http://www.securityfocus.com/bid/19233
http://www.osvdb.org/28112
https://exchange.xforce.ibmcloud.com/vulnerabilities/33178
http://www.ravenswoodit.co.uk/index.php?option=com_docman&task=cat_view&gid=76&Itemid=13


RETIRED: UHP For Mambo UHP_Config.PHP Remote File Include Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

27652 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[VIM] Mambo Module uhp 0.3 (uhp_config.php) Remote File Inclusion Exploit VIM attrition.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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